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Who is IDC Technologies? 

IDC Technologies is a specialist in the field of industrial communications, 
telecommunications, automation and control and has been providing high 
quality training for more than six years on an international basis from 
offices around the world.    

IDC consists of an enthusiastic team of professional engineers and support 
staff who are committed to providing the highest quality in their consulting 
and training services.    
The Benefits to you of Technical Training Today 

The technological world today presents tremendous challenges to engineers, 
scientists and technicians in keeping up to date and taking advantage of the 
latest developments in the key technology areas. 

• The immediate benefits of attending IDC workshops are: 

• Gain practical hands-on experience 

• Enhance your expertise and credibility 

• Save $$$s for your company 

• Obtain state of the art knowledge for your company 

• Learn new approaches to troubleshooting 
• Improve your future career prospects 

 

The IDC Approach to Training 

All workshops have been carefully structured to ensure that attendees gain 
maximum benefits.  A combination of carefully designed training software, 
hardware and well written documentation, together with multimedia 
techniques ensure that the workshops are presented in an interesting, 
stimulating and logical fashion. 

IDC has structured a number of workshops to cover the major areas of 
technology.  These courses are presented by instructors who are experts in 
their fields, and have been attended by thousands of engineers, technicians 
and scientists world-wide (over 11,000 in the past two years), who have 
given excellent reviews.  The IDC team of professional engineers is 
constantly reviewing the courses and talking to industry leaders in these 
fields, thus keeping the workshops topical and up to date. 



 

 
 

Technical Training Workshops 

IDC is continually developing high quality state of the art workshops aimed 
at assisting engineers, technicians and scientists.  Current workshops 
include: 

Instrumentation & Control 

• Practical Automation and Process Control using PLC’s  

• Practical Data Acquisition using Personal Computers and Standalone 
Systems  

• Practical On-line Analytical Instrumentation for Engineers and 
Technicians  

• Practical Flow Measurement for Engineers and Technicians 

• Practical Intrinsic Safety for Engineers and Technicians  

• Practical Safety Instrumentation and Shut-down Systems for Industry  

• Practical Process Control for Engineers and Technicians 

• Practical Programming for Industrial Control – using (IEC 1131-3;OPC)  

• Practical SCADA Systems for Industry  

• Practical Boiler Control and Instrumentation for Engineers and 
Technicians  

• Practical Process Instrumentation for Engineers and Technicians   

• Practical Motion Control for Engineers and Technicians  
• Practical Communications, SCADA & PLC’s for Managers 

   

Communications 

• Practical Data Communications for Engineers and Technicians 

• Practical Essentials of SNMP Network Management  

• Practical Field Bus and Device Networks for Engineers and Technicians 

• Practical Industrial Communication Protocols 

• Practical Fibre Optics for Engineers and Technicians 

• Practical Industrial Networking for Engineers and Technicians 

• Practical TCP/IP & Ethernet Networking for Industry 

• Practical Telecommunications for Engineers and Technicians 

• Practical Radio & Telemetry Systems for Industry 

• Practical Local Area Networks for Engineers and Technicians  
• Practical Mobile Radio Systems for Industry  

 
 
 
 
 



 

 

 
 

Electrical 

• Practical Power Systems Protection for Engineers and Technicians  

• Practical High Voltage Safety Operating Procedures for Engineers & 
Technicians 

• Practical Solutions to Power Quality Problems for Engineers and 
Technicians 

• Practical Communications and Automation for Electrical Networks 

• Practical Power Distribution 
• Practical Variable Speed Drives for Instrumentation and Control Systems 

 

Project & Financial Management 

• Practical Project Management for Engineers and Technicians 

• Practical Financial Management and Project Investment Analysis 
• How to Manage Consultants 

 

Mechanical Engineering 

• Practical Boiler Plant Operation and Management for Engineers and 
Technicians 

• Practical Centrifugal Pumps – Efficient use for Safety & Reliability  

 

Electronics 

• Practical Digital Signal Processing Systems for Engineers and Technicians 

• Practical Industrial Electronics Workshop  

• Practical Image Processing and Applications  
• Practical EMC and EMI Control for Engineers and Technicians 

  

Information Technology 

• Personal Computer & Network Security (Protect from Hackers, Crackers 
& Viruses)  

• Practical Guide to MCSE Certification     
• Practical Application Development for Web Based SCADA   



 

 
 

Comprehensive Training Materials 
 

Workshop Documentation 

All IDC workshops are fully documented with complete reference materials 
including comprehensive manuals and practical reference guides. 

Software 

Relevant software is supplied with most workshops.  The software consists 
of demonstration programs which illustrate the basic theory as well as the 
more difficult concepts of the workshop. 

Hands-On Approach to Training 

The IDC engineers have developed the workshops based on the practical 
consulting expertise that has been built up over the years in various 
specialist areas. The objective of training today is to gain knowledge and 
experience in the latest developments in technology through cost effective 
methods.  The investment in training made by companies and individuals is 
growing each year as the need to keep topical and up to date in the industry 
which they are operating is recognized.  As a result, the IDC instructors 
place particular emphasis on the practical hands-on aspect of the workshops 
presented. 

On-Site Workshops 

In addition to the quality of workshops which IDC presents on a world-wide 
basis, all IDC courses are also available for on-site (in-house) presentation 
at our clients’ premises. On-site training is a cost effective method of 
training for companies with many delegates to train in a particular area.  
Organizations can save valuable training $$$’s by holding courses on-site, 
where costs are significantly less.  Other benefits are IDC’s ability to focus 
on particular systems and equipment so that attendees obtain only the 
greatest benefits from the training. 

All on-site workshops are tailored to meet with clients training requirements 
and courses can be presented at beginners, intermediate or advanced levels 
based on the knowledge and experience of delegates in attendance.  Specific 
areas of interest to the client can also be covered in more detail. Our 
external workshops are planned well in advance and you should contact us 
as early as possible if you require on-site/customized training.  While we 
will always endeavor to meet your timetable preferences, two to three 
month’s notice is preferable in order to successfully fulfil your 



 

requirements. Please don’t hesitate to contact us if you would like to discuss 
your training needs. 

 

 
Customized Training 

In addition to standard on-site training, IDC specializes in customized 
courses to meet client training specifications.  IDC has the necessary 
engineering and training expertise and resources to work closely with clients 
in preparing and presenting specialized courses. 

These courses may comprise a combination of all IDC courses along with 
additional topics and subjects that are required.  The benefits to companies 
in using training are reflected in the increased efficiency of their operations 
and equipment. 

Training Contracts 

IDC also specializes in establishing training contracts with companies who 
require ongoing training for their employees.  These contracts can be 
established over a given period of time and special fees are negotiated with 
clients based on their requirements.  Where possible, IDC will also adapt 
courses to satisfy your training budget. 

References from various international companies to whom IDC is contracted  

to provide on-going technical training are available on request. 

Some of the thousands of Companies worldwide that have 
supported and benefited from IDC workshops are: 

Alcoa, Allen-Bradley, Altona Petrochemical, Aluminum Company of 
America, AMC Mineral Sands, Amgen, Arco Oil and Gas, Argyle Diamond 
Mine, Associated Pulp and Paper Mill, Bailey Controls, Bechtel,  
BHP Engineering, Caltex Refining, Canon, Chevron, Coca-Cola,  
Colgate-Palmolive, Conoco Inc, Dow Chemical, ESKOM, Exxon,  
Ford, Gillette Company, Honda, Honeywell, Kodak, Lever Brothers, 
McDonnell Douglas, Mobil, Modicon, Monsanto, Motorola, Nabisco, 
NASA, National Instruments, National Semi-Conductor, Omron Electric, 
Pacific Power, Pirelli Cables, Proctor and Gamble, Robert Bosch Corp, 
Siemens, Smith Kline Beecham, Square D, Texaco, Varian,  
Warner Lambert, Woodside Offshore Petroleum, Zener Electric 
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Preface 
This is a comprehensive book covering the essentials of troubleshooting and problem solving of industrial data 
communications systems including areas such as RS–232, RS–485, industrial protocols such as Modbus, fiber 
optics, industrial Ethernet, TCP/IP, DeviceNet and Fieldbus protocols such as Profibus and Foundation 
Fieldbus. It can be used very beneficially in conjunction with the IDC Technologies two–day workshop on the 
topic. 

We have taken all the key troubleshooting and problem-solving skills from experienced engineers and distilled 
these into one hard-hitting course to enable the user to solve real industrial communications problems. 

The overall objective of the book is to help identify, prevent and fix common industrial communications 
problems. The focus is ‘outside the box.’ The emphasis is practical and on material that goes beyond typical 
communications issues. Also, on theory and focuses on providing with the necessary toolkit of skills in solving 
industrial communications problems whether it be RS–232/RS–485, Modbus, Fieldbus and DeviceNet or a local 
area network such as Ethernet. industrial communications systems are being installed throughout the plant today 
from connecting simple instruments to programmable logic controllers to PCs throughout the business part of 
the enterprise. Communications problems range from simple wiring problems to intermittent transfer of protocol 
messages. 

The communications system on the plant underpins the entire operation. It is critical that there should be the 
knowledge and tools to quickly identify and fix problems as they occur, to ensure that there is a secure and 
reliable system. No compromise is possible here. This book distills all the tips and tricks learnt with the benefit 
of many years of experience. It offers a common approach covering all of the sections listed below with each 
standard/protocol having the following structure: 

• Quick overview of the standard 
• Common problems and faults that can occur 
• Description of tools used 
• Each of the faults and ways of fixing them are then discussed in detail  

 
The aim is to provide enough knowledge to troubleshoot and fix problems, as quickly as possible. 
 
At the conclusion of this book, you will be able to: 

• Identify, prevent and troubleshoot industrial communications problems 
• Fix over 60 of the most common problems that occur in RS–232/RS–485, Industrial 

Protocols (incl. Modbus/ Data Highway Plus), Industrial Ethernet, TCP/IP, 
DeviceNet and Fieldbus (such as Profibus and Foundation Fieldbus) 

• Gain a practical toolkit of skills to troubleshoot industrial communications systems 
from RS–232, RS–485, Fiber Optics, Fieldbus to Ethernet 

• Analyze most industrial communications problems and fix them 
• Fault find your Ethernet and TCP/IP network problems 

 
This book is intended for engineers and technicians who are: 

• Instrumentation and control engineers/technicians 
• Process control engineers 
• Electrical engineers 
• System integrators 
• Designers 
• Design engineers 
• Systems engineers 
• Network planners 
• Test engineers 
• Electronic technicians 
• Consulting engineers 
• Plant managers 
• Shift electricians 

 



        Preface xiv 

A basic knowledge of data communications is useful but not essential. 
The structure of the book is listed below. Each chapter is broken down into: 

• Fundamentals of the standard or protocol 
• Troubleshooting 



1 

Introduction 

Objectives 
 When you have completed study of this chapter you will be able to: 

• Describe the modern instrumentation and control systems 

• List the main industrial communications systems 

• Describe the essential components of industrial communications systems 

1.1 Introduction 

Data communications involves the transfer of information from one point to another. In this book 
we are specifically concerned with digital data communication. In this context, 'data' refers to 
information that is represented by a sequence of zeros and ones, the same sort of data handled by 
computers. Many communications systems handle analog data; examples are telephone systems, 
radio and television. Modern instrumentation is almost wholly concerned with the transfer of 
digital data. 

Any communications system requires a transmitter to send information, a receiver to accept it, 
and a link between the two. Types of link include copper wire, optical fiber, radio and microwave. 

Some short-distance links use parallel connections, meaning that several wires are required to 
carry a signal. This type of connection was, before the advent of USB, mostly confined to devices 
such as local printers. Virtually all modern data communications use serial links in which the data 
is transmitted in sequence over a single circuit. 

Digital data is sometimes transferred using a system that is primarily designed for analog 
communication.  A modem, for example, works by using a digital data stream to modulate an 
analog signal that is sent over a telephone line. Another modem demodulates the signal to 
reproduce the original digital data at the receiving end. The word 'modem' is derived from 
modulator and demodulator. 

There must be mutual agreement on how data is to be encoded, i.e. the receiver must be able to 
understand what the transmitter is sending. The structure in which devices communicate is known 
as a protocol. 

Over the past decade many standards and protocols have been established, which allow data 
communications technology to be used more effectively in industry. Designers and users are 
beginning to realize the tremendous economic and productivity gains possible with the integration 
of systems that are already in operation. 

Protocols are the structure used within a communications system so that, for example, a computer 
can talk to a printer. Traditionally, developers of software and hardware platforms have developed 
protocols that only their own products could use. In order to develop more integrated 
instrumentation and control systems, standardization of these communication protocols was 
required. 
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Standards may evolve from the wide use of one manufacturer's protocol (a de facto standard) or 
may be specifically developed by bodies that represent specific industries. Standards allow 
manufacturers to develop products that will communicate with equipment already in use. For the 
customer this simplifies the integration of products from different sources. 

The industrial communications market is characterized by a lack of standardization. There are, 
however, a few dominant standards. Modbus has been a de facto standard for many years and the 
tried and tested physical standards such as RS-232 and RS-485 have been widely used. The area 
that has caused a considerable amount of angst (and dare we say - irritation) amongst vendors and 
users is the choice of an acceptable Fieldbus, which would tie together instruments to 
programmable logic controllers and personal computers. This effort has resulted in a few dominant 
but competing standards such as Profibus, AS-i, DeviceNet and Foundation Fieldbus being used in 
various areas of industry.    

The standard that has created an enormous amount of interest in the past few years is Ethernet. 
After initially being rejected as being non-deterministic, which means there cannot be guarantee 
that a critical message being delivered within a defined time, this thorny problem has been solved 
with the latest standards in Ethernet and the use of switching technology. The other protocol, which 
fits onto Ethernet extremely well, is TCP/IP. Being derived from the Internet, it is very popular and 
widely used.  

1.2 Modern instrumentation and control systems 

In an instrumentation and control system, data is acquired by measuring instruments and 
transmitted to a controller, typically a computer. The controller then transmits data (control signals) 
to control devices, which act upon a given process.  

The integration of systems with each other enables data to be transferred quickly and effectively 
between different systems in a plant along a data communications link. This eliminates the need for 
expensive and unwieldy wiring looms and termination points. 

Productivity and quality are the principal objectives in the good management of any production 
activity. Management can be substantially improved by the availability of accurate and timely data. 
From this, we can surmise that a good instrumentation and control system can facilitate both 
quality and productivity. 

The main purpose of an instrumentation and control system, in an industrial environment, is to 
provide the following:  

 Control of the processes and alarms 

Traditionally, control of processes such as temperature and flow was provided by analog 
controllers operating on standard 4-20 mA loops. The 4-20 mA standard is used by equipment from 
a wide variety of suppliers and it is common for equipment from various sources to be mixed in the 
same control system. Stand-alone controllers and instruments have largely been replaced by 
integrated systems such as Distributed Control Systems (DCSs), described below. 

 Control of sequencing, interlocking and alarms 

Typically, this was provided by relays, timers and other components hardwired into control panels 
and motor control centers. The sequence control, interlocking and alarm requirements have largely 
been replaced by PLCs. 

 An operator interface for display and control  

Traditionally, process and manufacturing plants were operated from local control panels by several 
operators, each responsible for a portion of the overall process. Modern control systems tend to use 
a central control room to monitor the entire plant. The control room is equipped with computer 
based operator workstations, which gather data from the field instrumentation and use it for 
graphical display to control processes, monitor alarms, control sequencing, and for interlocking. 

 Management information 

Management information was traditionally provided by taking readings from meters, chart 
recorders, counters and transducers and from samples taken from the production process. This data 
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is required to monitor the overall performance of a plant or process and to provide the data 
necessary to manage the process. Data acquisition is now integrated into the overall control system. 
This eliminates the gathering of information and reduces the time required to correlate and use the 
information to remove bottlenecks. Good management can achieve substantial productivity gains. 

The ability of control equipment to fulfill these requirements has depended on the major 
advances that have taken place in the fields of integrated electronics, microprocessors and data 
communications. The four devices that have made the most significant impact on how plants are 
controlled are:  

• Distributed Control Systems (DCSs) 

• Programmable Logic Controllers (PLCs) 

• SCADA (Supervisory Control and Data Acquisition) systems 

• Smart instruments 

 Distributed Control Systems (DCSs) 

A DCS is hardware and software based (digital) process control and data acquisition system. The 
DCS is based on a data highway and has a modular, distributed, but integrated architecture. Each 
module performs a specific dedicated task such as the operator interface/analog or loop 
control/digital control. There is normally an interface unit situated on the data highway allowing 
easy connection to other devices such as PLCs and supervisory computer devices. 

 Programmable Logic Controllers (PLCs) 

PLCs were developed in the late sixties to replace collections of electromagnetic relays, 
particularly in the automobile manufacturing industry. They were primarily used for sequence 
control and interlocking with racks of on/off inputs and outputs, called digital I/O. They are 
controlled by a central processor using easily written 'ladder logic' type programs. Modern PLCs 
now include analog and digital I/O modules as well as sophisticated programming capabilities 
similar to a DCS, e.g. PID loop programming. High speed inter-PLC links are also available, such 
as 10/100/1000 Mbps Ethernet. A diagram of a typical PLC system is given in Figure 1.1. 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
Figure 1.1 
A typical PLC system 
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 Supervisory Control and Data Acquisition  (SCADA) system 

This refers to a system comprising a number of Remote Terminal Units (RTUs) collecting field 
data and connected back to a master station via a communications system. 
A diagram below gives an example of this. 
 

Figure 1.2 
Diagram of a typical SCADA system 

 Smart instrumentation systems 

In the 1960s, the 4-20 mA analog interface was established as the de facto standard for 
instrumentation technology. As a result, the manufacturers of instrumentation equipment had a 
standard communication interface on which to base their products. Users had a choice of 
instruments and sensors from a wide range of suppliers, which could be integrated into their control 
systems. 

With the advent of microprocessors and the development of digital technology, the situation has 
changed. Most users appreciate the many advantages of digital instruments. These include more 
information being displayed on a single instrument, local and remote display, reliability, economy, 
self-tuning and diagnostic capability. There is a gradual shift from analog to digital technology. 

There are a number of intelligent digital sensors with digital communications capability for most 
traditional applications. These include sensors for measuring temperature, pressure, levels, flow, 
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mass (weight), density and power system parameters. These new intelligent digital sensors are 
known as 'smart' instruments. 

The main features that define a 'smart' instrument are: 
 

• Intelligent, digital sensors 

• Digital data communications capability 

• Ability to be multi-dropped with other devices 
 

There is also an emerging range of intelligent, communicating, digital devices that could be 
called 'smart' actuators. Examples of these are devices such as variable speed drives, soft starters, 
protection relays and switchgear control with digital communication facilities. 

 

 

Figure 1.3 

Graphical representation of data communication 

1.3 Open Systems Interconnection (OSI) model 

The OSI model, developed by the International Organization for Standardization, has gained 
widespread industry support. The OSI model reduces every design and communication problem 
into a number of layers as shown in figure 1.4. A physical interface standard such as RS-232 would 
fit into the layer 1, while the other layers relate to the protocol software. 
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Figure 1.4 
OSI model representation: two hosts interconnected via a router 

Messages or data are generally sent in frames (packets), which are simply a sequence of bytes. 
The protocol defines the length of the frame.  Each frame requires a source address and a 
destination address so that the system knows where to send it, and the receiver knows where it 
came from. A packet starts at the top of the protocol stack, the Application layer, and passes down 
through the other software layers until it reaches the Physical layer. It is then sent over the link. 
When traveling down the stack, the packet acquires additional header information at each layer. 
This tells the corresponding layers at the next stack what to do with the packet. At the receiving 
end, the packet travels up the stack with each piece of header information being stripped off on the 

way. The Application layer at the receiver only receives the data sent by the Application layer at 
the transmitter. 

The arrows between layers indicate that each layer reads the packet as coming from, or going to, 
the corresponding layer at the opposite end. This is known as peer-to-peer communication, 
although the actual packet is transported via Physical link. The middle stack in Fig. 1.4 
(representing a router) has only the three lower layers, which is all that is required for the correct 

transmission of a packet between two devices in this particular case. 
The OSI model is useful in providing a universal framework for all communication systems. 

However, it does not define the actual protocol to be used at each layer. It is anticipated that groups 
of manufacturers in different areas of industry will collaborate to define software and hardware 
standards appropriate to their particular industry. Those seeking an overall framework for their 
specific communications requirements have enthusiastically embraced this OSI model and used it 
as a basis for their industry specific standards. 

1.4 Protocols 

As previously mentioned, the OSI model provides a framework within which a specific protocol 

may be defined. A protocol, in turn, defines a frame format that might be made up of various 
fields as follows. The first field could be a string of ones and zeros to synchronize the receiver 
and to indicate the start of the frame (for use by the receiver). The second field could contain the 
destination address detailing where the message is going. The third field could contain the source 
address indicating where the message originated. The field in the middle of the message could be 
the actual data that has to be sent from transmitter to receiver. The final field contains end-of-frame 
indicators, which can be error detection codes and/or ending flags. 
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Figure 1.5 
Basic structure of an information frame 

Protocols vary from the very simple (such as ASCII-based protocols) to the very sophisticated 
(such as TCP/IP), which operate at high speeds transferring megabits of data per second. There is 
no right or wrong protocol, the choice depends on a particular application. 

1.5 Standards 

A brief discussion is given below on the most important approaches that are covered in this book. 
These are the following: 
 

• RS-232 (TIA-232) 

• RS-485 (TIA-485) 

• Fiber optics 

• Modbus 

• Modbus Plus 

• Data Highway Plus /DH485 

• HART 

• AS-i 

• DeviceNet 

• Profibus  

• Foundation Fieldbus 

• Industrial Ethernet 

• TCP/IP 

• Radio and wireless communications 

 RS-232 interface standard 

The RS-232 interface standard (officially called TIA-232) was issued in the USA in 1969 to define 
the electrical and mechanical details of the interface between Data Terminal Equipment (DTE) and 
Data Communications Equipment (DCE), which employ serial binary data interchange. The current 
version of the standard refers to DCE as Data Circuit-terminating Equipment.  

In serial data communications, the communications system might consist of: 
 

• The DTE, a data sending terminal such as a computer, which is the source of the data 
(usually a series of characters coded into a suitable digital form) 

• The DCE, which acts as a data converter (such as a modem) to convert the signal into 
a form suitable for the communications link e.g. analog signals for the telephone 
system 

• The communications link itself, for example, a telephone system 

• A suitable receiver, such as a modem, also a DCE, which converts the analog signal 
back to a form suitable for the receiving terminal 

• A data receiving terminal, such as a printer, also a DTE, which receives the  
digital pulses for decoding back into a series of characters 

 
 

Figure 1.6 illustrates the signal flows across a simple serial data communications link. 

 



Practical Industrial Data Communications 8 

 
 

Figure 1.6 
A typical serial data communications link 

The TIA-232 interface standard describes the interface between a terminal (DTE) and a modem 
(DCE) specifically for the transfer of serial binary digits. It leaves a lot of flexibility to the 
designers of the hardware and software protocol. With the passage of time, this interface standard 
has been adapted for use with numerous other types of equipment such as Personal Computers 
(PCs), printers, programmable controllers, Programmable Logic Controllers (PLCs), instruments 
and so on.  

RS-232 has a number of inherent weaknesses that make it unsuitable for data communications for 
instrumentation and control in an industrial environment. Consequently, other TIA interface 
standards have been developed to overcome some of these limitations. The most commonly used 
among them for instrumentation and control systems are RS-422 (TIA-422) and RS-485 (TIA-
485).  

 RS-485 interface standard 

RS-485 is a balanced system with the same range as RS-422, but with increased data rates and up 
to 32 ‘standard’ transmitters and receivers per line. It is very useful for instrumentation and control 
systems, where several instruments or controllers may be interconnected on the same multipoint 
network. 

A simple diagram of a typical RS–485 system is indicated in figure 1.7. 

 

Figure 1.7 
Typical two-wire multidrop network for RS-485 
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Fiber optics 

There are two main approaches possible with fiber optic cables: 
 

• Single mode (monomode) cabling 

• Multimode cabling 
 

 

Figure 1.8 
Single mode and multimode optic fibers. 

This is widely used throughout industrial communications systems for two main reasons, namely 
immunity to electrical noise and optical isolation from surges and transients. As a result, fiber is 
tending to dominate in all new installations that require reasonable levels of traffic. 

 Modbus 

This protocol was developed by Modicon (now part of Schneider Electric) for process control 
systems. This standard only refers to the Data Link and Application layers; any physical transport 
method can be used. It is a very popular standard with some estimates indicating that over 40% of 
industrial communications systems use Modbus. It operates as a master-slave protocol with up to 
255 slaves. 
 

 

Figure 1.9 

Format of Modbus message frame 

The address field refers to the number of the specific slave device being accessed. The function 
field indicates the operation that is being performed, for example, read or write of an analog or 
digital point in the slave device. The data field is the data that is being transferred from the slave 
device back to the master or from the master to the slave device (a write operation). Finally, the 
error check field is to ensure that the receiver can confirm the integrity of the message; it could 
almost be considered to be a unique fingerprint.  
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 Modbus Plus 

This built on Modbus and incorporated the protocol within a token passing operation. This protocol 
was generally confined to Modicon PLCs and never really enjoyed support as an open protocol. 

 Data Highway Plus /DH485 

This protocol formed the backbone of the Allen Bradley (now Rockwell Automation) range of 
programmable logic controllers. It is a protocol defining three layers of the OSI model viz. Physical 
layer, Data Link layer and Application layer.  A diagram of how it is structured is shown here.  
 

 

 

From User Application

Application Layer PDU

Data Link Layer Frame

DST CMD STS Command Data

DST CMDSRC STS TNS Data (From Application Data)

DLE DLESTX ETX CRCData (From Application Data)
 

Figure 1.10 
Data Highway Plus protocol structure 

There are two addresses (DST and SRC) in this protocol message, indicating destination and 
source addresses. This is the result of using a token passing system where each station on the 
network has the ability to be the master for a short period of time. 

 HART 

The Highway Addressable Remote Transducer (HART) protocol is a typical smart instrumentation 
Fieldbus that can operate in a hybrid 4-20 mA digital fashion. It has become popular as it is 
compatible with the 4-20mA standard. A typical diagram of how it operates is shown below. 
 

 

Figure 1.11 
HART point-to-point communication. 
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 AS-i 

This must be one of the most robust standards for simple digital control. It is almost idiot- proof 
from a wiring point of view with a very simple wiring philosophy. It is a master-slave network, 
which can achieve transfer rates of up to 167 Kbps where, for example, with 31 slaves and 124 I/O 
points connected, a 5 mS scan time can be achieved. 

 DeviceNet 

DeviceNet, developed by Allen Bradley (now Rockwell Automation), is a low-level oriented 
network focusing on the transfer of digital points. It defines all seven OSI layers as indicated below 
and can support up to 64 nodes with as many as 2048 total devices. The cabling is straightforward 
and simple and allows power to be carried for the instruments as well. 
 

 

 
 
 

Figure 1.12 
DeviceNet and the OSI model 

 Profibus  

Although initially spawned by the German standards association, this standard based on the RS-485 
standard (Profibus DP) and the IEC 61158 standard (Profibus PA) for the Physical layer, has 
become a very popular international standard. A typical configuration is shown in the diagram 
below. 
 

 

Figure 1.13 
Typical architecture of a Profibus system 
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Profibus uses a combination strategy of token passing and master-slave operation to achieve its 
communications results. It defines three layers of the OSI model; namely the Physical layer, the 
Data Link layer and the Application layer. Like many other Field buses, it also has an added 8th 
layer, the so-called ‘user layer’. 

 Foundation Fieldbus 

Foundation Fieldbus comes as a low-speed version called H1 and a high-speed version called HSE. 
Three layers of the OSI model (the Physical, Data Link and Application) and an additional 8th 
layer, the User layer are defined. It is eminently suitable for use with analog parameters where 
there is a minimum 100-msec update time required on the H1 standard (31.25 Kbps).  For the high-
speed version (HSE), Fast Ethernet (100 Mbps) is used. The HSE version, albeit different to the H1 
version at OSI layers 1 and 2, is otherwise compatible with the H1 standard on the Application 
layer and the User layer. 

 Industrial Ethernet 

Industrial Ethernet is rapidly growing in importance after initially being dismissed as not being 
deterministic. One of the main reasons for its success is its simplicity and low cost. Originally, 
Ethernet used only CSMA/CD (Carrier Sense Multiple Access with Collision Detection) as its 
media access control method. This is a non-deterministic method, not ideal for process control 
applications. Although all modern versions of Ethernet (100 Mbps and up) conform with 
CSMA/CD requirements for the sake of adherence to the IEEE 802.3 standard, they also allow full 
duplex operation.  Most modern Industrial Ethernet systems are 100 Mbps full duplex systems and 
allow switch ports to be prioritized, resulting in very deterministic behavior. This is far simpler 
than the token passing method of communications. A typical example of the 100BaseTX topology 
is given below. 

 

 

Figure 1.14 

100BaseTX star topology 
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TCP/IP 

Being a child of the Internet, the Transmission Control Protocol (TCP) /Internet Protocol (IP) suite 
has become very popular for use in conjunction with Ethernet. It defines three layers viz.: 
 

• Process/Application layer 
(equivalent to upper three layers- Session, Presentation and application- in the OSI 
model) 

• Service layer (Host-to-Host) layer  
(equivalent to the Transport layer in the OSI model) 

• Internet layer  
(equivalent to the Network layer of the OSI model) 
 

It is a very low cost protocol with wide support due its compatibility with the Internet. Arguably 
it is an over-kill for some industrial communications applications. However, its low cost and wide 
support makes it very attractive. 

 Radio/microwave communications 

The use of wireless communications in an industrial context commenced with the use of radio 
modems as indicated in the diagram below where, for example, Modbus could be used over the 
specific radio modem Data Link layer. The use of the latest Wireless LAN standards such as IEEE 
802.11 is making this a reliable and low cost form of communication. 
 

 

Figure 1.15 
Radio modem configuration 
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2 

Overall Methodology 

Objectives 
 When you have completed study of this chapter, you will be able to: 

 

• List typical problems that can occur with industrial communications systems 

• List the typical steps to follow in fixing industrial communications faults 

• Describe the main issues with earthing, grounding, shielding and noise problems 

2.1 Introduction 

When troubleshooting a communications system, the engineer or the technician tries to use some 
standard format to arrive at a quicker solution. Industrial communications systems do not always 
respond to the tried and tested approaches that worked with hardwired inputs and outputs. They 
have some subtleties, which will be discussed in this chapter. 

This chapter is broken down into the following sections:  

• Common problems and solutions 

• General comments on troubleshooting 

• A specific methodology 

• Grounding/shielding and noise 

2.2 Common problems and solutions 

A typical list of causes of industrial communications problems is: 

  

• No power to the station on the network, resulting in a breakdown in communications 

• Cable damage, with a resultant interruption in communications 

• Earthing and grounding problems resulting in intermittent failure of communications 

• Electrostatic damage to the communications ports 

• Software crash on one of the stations resulting in communications failure 

• High levels of electrostatic/electromagnetic interference on the communications link 

• High traffic loads on the link, resulting in intermittent communications 

• Electrical surge or transient through the communications system resulting hardware 
damage 
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The impact on the communications system ranges from outright failure (with no communications 
possible) to intermittent communications depending on the severity of the problem. Intermittent 
failure is arguably the worst problem to have, as it is very difficult to diagnose and fix. 

2.3 General comments on troubleshooting 

Obviously, there is no cut and dried method of testing. It depends on the environment and the 
history of the system. However, a few rules are useful in troubleshooting a communications system 
effectively. 

 Documentation is critical 

Gather documentation on the cabling and layout of the communications system, as much as 
possible. This means wiring diagrams and details of the number of parameters (points) transferred 
across the link. Ensure that you know exactly which items are interconnected on this particular 
system, and where the interface points to the next (separate) network are. 

 Baseline report 

Refer to the baseline report you have on your communications system. This obviously means that 
you have to build up a historical record of the operation of the network with information on packets 
sent, response times and utilization rates of the network, so that you can compare apples with 
apples. For example, you may have a few stations on the network with problems in communicating 
with each other. You then look at the network and discover that it has an average utilization of 25% 
and 100 packets in error every second. You are obviously not sure what to look for and compare 
these values to the baseline figures that show an average utilization of 10% and 5 packets in error 
every second. You can then be sure that whilst there is a potential problem with packets in error, 
the more likely problem is that the network is a lot busier and some of the stations are probably 
timing out. So, you need to look at reducing the traffic or lengthening the timeout for stations on 
the network. 

 Simplify the network 

To simplify the network as much as possible, try to remove any devices that are not required. For 
example, if you are having two devices communicating with each other and you have a repeater 
connected on the network from some previously long disconnected communications link, remove 
this. The repeater could be jabbering away on the network at random times, creating major 
congestion on the network. But even if the repeater was not the cause of the problem, this could 
eliminate another potential cause of a problem from the network. 

  

2.4 A specific methodology 

When troubleshooting your communications system, the following steps should be taken: 
 

• Check that all stations and network communications devices are powered up and 
operational (for example, by looking at the green status lights). Look for any devices 
that may appear to be dead (for example, the heartbeat LED is not operating) 

• Check all cabling for clean connections. Sometimes a connection is inadvertently 
broken, causing the inevitable communications problem. In addition, check all 
hardware taps off the main bus for any loose connections  

• Check grounding and earthing setups. Has the earth connection changed in any way? 
Has the ground resistance changed due to changes in the plant environment? 

• Some new devices operating on the same power supply may be the cause of the 
problem. This ranges from power factor capacitor banks to new variable speed drives 
installed close to RS-485 links 
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• Check whether there have been any changes or damage to screening of the cables. 
The higher the data rate, the more critical this becomes. Massive error rates are 
possible with only with a few mm's of screening removed 

• Check whether the voltages are correct, and above the minimum levels specified for 
the device or for the system as a whole 

• Use the hardware diagnostic tools provided (ranging from the DeviceNet Detective to 
a breakout box for RS–232 and ascertain if there are any problems visible 

• Use the diagnostics packages provided as part of the system to compare the number 
of packets transmitted to packets dropped. Compare these figures to baseline figures 
if available 

• Commence by removing devices that are not critical to the system under 
investigation. For example, if a PLC is connected to the system and is merely reading 
information off the network and is not critical to the operation, then remove it 

• Do simple diagnostic tests using simple utilities such as ‘ping’ or ‘netstat’ to identify 
what is happening on the network 

• Apply more sophisticated devices such as protocol analyzers to identify what is 
happening with the packets on network. This is usually done as a last resort and 
requires some knowledge of the protocols used 
 

While this book focuses on the communications problems, an often neglected area is the sources 
of electrical noise and methods of fixing them. This is discussed in the next section. 

 

2.5 Grounding/shielding and noise 

2.5.1 Sources of electrical noise 

Typical sources of noise are devices that produce transients (spikes) in voltage or current. These 
include: 
 

• Large electrical motors being switched on  

• Fluorescent lighting tubes 

• Lightning strikes 

• High voltage surges due to electrical faults 

• Welding equipment 
 

From a general point of view, there must be three contributing factors for the existence of an 
electrical noise problem. They are: 

 

• A source of electrical noise 

• A circuit conveying the sensitive communication signals 

• A mechanism coupling the source to the affected circuit 

2.5.2 Electrical coupling of noise 

There are four methods of coupling electrical noise into the sensitive data communications circuits.  
They are: 

• Impedance coupling (sometimes referred to as conductance coupling) 

• Electrostatic (capacitive) coupling 

• Magnetic (inductive) coupling 

• Radio frequency radiation (a combination of electrostatic and magnetic) 
 

Each of these noise forms will be discussed in some detail in the following sections. Although the 
order of discussion is indicative of the frequency of problems, this will obviously depend on the 
specific application. 

 Impedance coupling 
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For situations where two or more electrical circuits share common ground returns, there can be 
some coupling between the different circuits with deleterious effects on the connected circuits.  
Essentially, this means that the signal current from the one circuit proceeds back along the common 
conductor resulting in an error voltage along the return path, which affects all the other signals 
sharing the same return path.  The error voltage is due to the impedance of the return wire. This 
situation is shown in the figure 2.1. 
 

 

Figure 2.1 
Impedance coupling 

Obviously, the quickest way to reduce the effects of impedance coupling is to minimize the 
impedance of the return wire.  The best solution, though, is to use a balanced circuit with separate 
returns for each individual signal. 
 

 

Figure 2.2 
Impedance coupling eliminated with balanced circuits 
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 Electrostatic or capacitive coupling 

This form of coupling is proportional to the capacitance between the noise source and the signal 
wires.  The magnitude of the interference depends on the rate of change of the noise voltage and 
the capacitance between the noise circuit and the signal circuit. 
 

 

Figure 2.3 
Electrostatic coupling 

In Figure 2.3, the noise voltage is coupled into the communication signal wires through two 
capacitors, C

1
 and C

2
, and a noise voltage is produced across the resistances in the circuit. The size 

of the noise (or error) voltage in the signal wires is proportional to the: 
 

• Inverse of the distance of the noise source from each of the signal wires 

• Length (and hence impedance) of the signal wires in which the noise is induced 

• Amplitude (or strength) of the noise voltage 

• Frequency of the noise voltage 
 

There are four methods for reducing the noise induced by electrostatic coupling.  
They are: 

• Shielding of the signal wires 

• Separating the noise source from the cable 

• Reducing the amplitude of the noise voltage (and possibly the frequency) 

• Twisting the signal wires 
 

Figure 2.4 indicates the situation that occurs when an electrostatic shield is installed around the 
signal wires.  The currents generated by the noise voltages prefer to flow down the lower 
impedance path of the shield, rather than down the signal wires. If one of the signal wires and the 
shield are tied to the earth at one point, which ensures that the shield and the signal wires are at an 
identical potential, then a reduced signal current will flow between the signal wires and the shield. 

The shield must be of a low-resistance material such as aluminum or copper.  For a loosely 
braided copper shield (85% braid coverage), the screening factor is about 100 times or 20 dB i.e. 
C

3 and C
4
 are about 1/100 C

1
 or C

2
. For a low resistance multi- layered screen, this screening 

factor can be 35 dB or 3000 times. 
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Figure 2.4 
Shield to minimize electrostatic coupling 

Twisting the signal wires provides a slight improvement in reducing the induced noise voltage by 
ensuring that C

1
 and C

2 are similar together in value; thus ensuring that any noise voltages induced 

in the signal wires tend to cancel out one another. 
Provision of a built-in shield by the cable manufacturer ensures the capacitance between the 

shield and the wires are equal in value, thus eliminating any noise voltages by cancellation. 

 Magnetic or inductive coupling 

This depends on the rate of change of the noise current and the mutual inductance between the 
noise system and the signal wires. In other words, the degree of noise induced by magnetic 
coupling will depend on the: 
 

• Magnitude of the noise current 

• Frequency of the noise current 

• Area enclosed by the signal wires  (through which magnetic flux caused by the noise 
current cuts) 

• Inverse of the distance from the disturbing noise source to the    
signal wires 
 

The effect of magnetic coupling is shown in Figure 2.5. 
 

 
Figure 2.5 
Magnetic coupling 
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The easiest way of reducing the noise voltage caused by magnetic coupling is by twisting the 
signal conductors.  This results in lower noise due to the smaller area for each loop. This means 
less magnetic flux to cut through the loop and, consequently, a lower induced noise voltage. In 
addition, the noise voltage induced in each loop tends to cancel out the noise voltages from the next 
sequential loop. Hence an even number of loops will tend to have the noise voltages canceling each 
other. It is assumed that the noise voltage is induced in equal magnitudes in each signal wire due to 
the twisting of the wires resulting in a similar separation distance from the noise source. See 
Figure2.6. 
 

 

Figure 2.6 

Twisting of wires to reduce magnetic coupling 

The second approach is to use a magnetic shield around the signal wires. The magnetic flux 
generated from the noise currents induces small eddy currents in the magnetic shield. These eddy 
currents then create an opposing magnetic flux φ

1
 to the original flux φ

2
.  This means that a lesser 

flux (φ
2
 - φ

 1
) reaches our circuit. 

 
 

 

Figure 2.7 
Use of magnetic shield to reduce magnetic coupling 

The magnetic shield does not require grounding or earthing. It works merely by being present. 
High permeability steel makes the best magnetic shields for special applications. However, 
galvanized steel conduit makes quite an effective shield.  
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 Radio frequency radiation 

The noise voltages induced by electrostatic and inductive coupling (discussed above) are 
manifestations of the near field effect, which is electromagnetic radiation close to the source of the 
noise. This sort of interference is often difficult to eliminate and it requires close attention to the 
grounding of the adjacent electrical circuitry.  The earth connection is only effective for circuits in 
close proximity to the electromagnetic radiation. The effects of electromagnetic radiation can be 
neglected unless the field strength exceeds 1 volt/meter. This can be calculated by the formula:  
 

Distance

Power1730
Strength Field

.
=  

where: 

• Field strength in volt/meter 

• Power in kilowatt 

• Distance in km 
 

The two most commonly used mechanisms to minimize radio frequency interference are: 

• Proper shielding (iron) 

• Capacitors to shunt the noise voltages to earth 
 

Any incompletely shielded conductors will perform as receiving antennae for the radio signal; 
hence care should be taken to ensure good shielding of any exposed wiring. 

2.5.3 Shielding 

It is important that electrostatic shielding is only earthed at one point. More than one earth point 
will cause circulating currents. The shield should be insulated to prevent inadvertent contact with 
multiple earth points, which will result in circulating currents. The shield should never be left 
floating, because that would tend to allow capacitive coupling, rendering the shield useless.  

Two useful techniques for isolating one circuit from the other are the use of opto-isolation as 
shown in the Figure 2.8, and transformer coupling as shown in Figure 2.9. 

 

 

Figure 2.8 
Opto-isolation of two circuits 

Although opto-isolation does isolate one circuit from the other, it does not prevent noise or 
interference being transmitted from one circuit to another. 
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Figure 2.9 
Transformer coupling 

Transformer coupling can be preferable to optical isolation when there are very high speed 
transients in one circuit. There is some capacitive coupling between the LED and the base of the 
transistor in the opto-coupler that can allow these transients to penetrate one circuit from another. 
This is not the case with transformer coupling. 

 Good shielding performance ratios 

The use of some form of low resistance material covering the signal conductors is considered good 
shielding practice for reducing electrostatic coupling. When comparing shielding with no 
protection, this reduction can vary from copper braid (85% coverage), which returns a noise 
reduction ratio of 100:1, to aluminum Mylar tape with a drain wire, with a ratio of 6000:1. 

Twisting the wires to reduce inductive coupling reduces the noise (in comparison to no twisting) 
by ratios varying from 14:1 (four inch lay) to 141:1 (one inch lay).   In comparison, putting parallel 
(untwisted) wires into steel conduit only gives a noise reduction of 22:1. 

On very sensitive circuits with high levels of magnetic and electrostatic coupling the approach is 
to use coaxial cables. Double-shielded cable can give good results for very sensitive circuits. 

With double shielding, the outer shield could be earthed at multiple points to minimize radio 
frequency circulating loops. This distance should be set at intervals of less than 1/8 of the 
wavelength of the radio frequency noise. 

2.5.4 Cable ducting or raceways 

These are useful in providing a level of attenuation of electric and magnetic fields. These figures 
are given at 60 Hz for magnetic fields and 100 kHz for electric fields. 

Typical screening factors are: 

• 5 cm (2 inch) aluminum conduit with 0.154 inch thickness  (attenuation of magnetic 
fields 1.5:1 and electric fields 8000:1) 

• Galvanized steel conduit 5 cm (2 inch), wall thickness 0.154 inch width (attenuation of 
magnetic fields 40:1 and electric fields 2000:1) 

2.5.5 Cable spacing 

In situations where there are a large number of cables varying in voltage and current levels, the 
IEEE 518-1982 standard gives a useful set of tables, indicating separation distances for various 
classes of cables. There are four classification levels of susceptibility for cables. Susceptibility, in 
this context, is understood to be an indication of how well the signal circuit can differentiate 
between the undesirable noise and required signal. It follows that a data communication physical 
standard such as RS-232 would have a high susceptibility, and a 1000 Volt, 200 Amp ac cable 
would have a low susceptibility. 

The four susceptibility levels defined by the IEEE 518-1982 standard are, briefly: 

• Level 1- High 

This is defined as analog signals less than 50 volt and digital signals less than 15 volt. 
This would include digital logic buses and telephone circuits. Data communication 
cables fall into this category 



Practical Industrial Data Communications 24

• Level 2 - Medium  

This category includes analog signals greater than 50 volt and switching circuits 

• Level 3 - Low  

This includes switching signals greater than 50 volt and analog signals greater than 50 
volt. Currents less than 20 amps are also included in this category 

• Level 4 - Power  

This includes voltages in the range 0 - 1000 volt and currents in the range 20 - 800 
Amp. This applies to both ac and dc circuits 
 

IEEE 518 also provides for three different situations when calculating the separation distance 
required between the various levels of susceptibilities. In considering the specific case where one 
cable is a high susceptibility cable and the other cable has a varying susceptibility, the required 
separation distance is specified as follows: 

 

• Both cables contained in a separate tray 
o Level 1 to Level 2 - 30 mm  
o Level 1 to Level 3 - 160 mm 
o Level 1 to Level 4 - 670 mm 

• One cable contained in a tray and the other in conduit 
o Level 1 to Level 2 - 30 mm 
o Level 1 to Level 3 - 110 mm 
o Level 1 to Level 4 - 460 mm 

• Both cables contained in separate conduit 
o Level 1 to Level 2 - 30 mm 
o Level 1 to Level 3 - 80 mm 
o Level 1 to Level 4 - 310 mm 

 
Figures given are approximate, as the original standard is quoted in inches. 
A few words need to be said about the construction of the trays and conduits. It is  expected that 

the trays are manufactured from metal and firmly earthed with complete continuity throughout the 
length of the tray. The trays should also be fully covered, preventing the possibility of any area 
being without shielding. 

2.5.6 Earthing and grounding requirements 

This is a contentious issue and a detailed discussion laying out all the theory and practice is 
possibly the only way to minimize the areas of disagreement. The picture is further complicated by 
different national codes, which whilst not actively disagreeing with the basic precepts of other 
countries, tend to lay down different practical techniques in the implementation of a good earthing 
system. 

A typical design should be based around three separate electrically insulated grounding systems, 
connected to each other in the proper sequence. They are: 

 

• The earth ground (commonly referred to as ‘earth’) or GWG (Green Wire Ground). 
This connection is physically made by driving a stake into the ground 

• The circuit ground, e.g. the ground of the RS-485 circuitry, on the Printed Circuit  
Board  

• The chassis/frame ground 
 

The aims of these two are: 

  

• To minimize the electrical noise in the system 

• To reduce the effects of fault or earth loop currents on the instrumentation system 

• To minimize the hazardous voltages on equipment due to electrical faults 
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Ground is defined as a common reference point for all signals in equipment, being situated at 

zero potential. Below 10 MHz, the principle of a single point grounding system is the optimum 
solution. Two key concepts to be considered when setting up an effective grounding system are: 

 

• Minimizing the effects of impedance coupling between different circuits (i.e. when 
three different currents, for example, flow through a common impedance) 

• Ensuring that loops are not created, for example, by mistakenly tying the screen of a 
cable to ground at two different points 
 

There are three types of grounding systems possible as shown in Figure 2.10. The series single 
point is perhaps the more common; while the parallel single point is the preferred approach in the 
case of separate grounding systems for, say, instrumentation and motor controls. 

 

 

Figure 2.10 

Various earthing configurations 

 

2.5.7 Suppression techniques 

It is often appropriate to approach the problem of electrical noise proactively by limiting the noise 
at the source. This requires knowledge of the electrical apparatus that is causing the noise and then 
attempting to reduce the noise caused here. The two main approaches are shown in Figure 2.11. 
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Figure 2.11 
Snubber circuits 

In Figure 2.11, the inductance will generate a back emf across the contacts when the voltage 
source applied to it is switched off. This RC network then absorbs this back emf and reduces 
damage to the contacts. The voltage can be limited by various combinations of devices (depending 
on whether the circuit is ac or dc).  

The user of these techniques should be aware that the response time of the coil can be reduced by 
a significant time. For example, the drop-out time of a coil can be increased by a factor of ten. 
Hence this approach should be approached with caution in cases where quick response is required 
from regular switched circuits (apart from the obvious deleterious impact on safety due to slowness 
of operation). 

Two other areas to consider are: 

 Silicon Controlled Rectifiers (or SCRs) and Triacs 

These generate considerable electrical noise due to the switching of large currents. A possible 
solution is to place a correctly-sized inductor in series with the switching device. 

 Lightning protection 

This can be implemented with voltage limiters (suitably rated for the high level of current and 
voltage) connected across the power lines. 

2.5.8 Filtering 

Filtering should be done as close to the source of noise as possible. The following table 
summarizes some typical sources of noise and possible filtering methods. 
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Table 2.1 
Typical noise sources and some possible means of filtering 

Typical sources of noise

  

Filtering remedy Comments 

Varying AC voltage Improved ferroresonant 
transformer 

Conventional ferroresonant 
transformer fails 

Notching of ac waveform Improved ferroresonant 
transformer 

Conventional ferroresonant 
transformer fails 

Missing half-cycle in ac 
wave form 

Improved ferroresonant 
transformer 

Conventional ferroresonant 
transformer fails 

Notching in dc line Storage capacitor For extreme cases, active 
power line filters are required 

Random excessively-high 
voltage spikes or transients 

Non-linear filters Also called limiters 

High frequency components Filter capacitors across the 
line 

Called low-pass filtering. 
Great care should be taken 
with high frequency vs per-

formance of capacitors at this 
frequency 

Ringing of filters Use T filters From switching transients or 
high level of harmonics 

60 Hz or 50 Hz interference Twin-T RC notch filter net-
works 

Sometimes low-pass filters can 
be suitable 

Common mode voltages Avoid filtering (isolation trans-
formers or common-mode fil-

ters) 

Opto-isolation is preferred: 
eliminates ground loop 

Excessive noise Auto or cross correlation tech-
niques 

This extracts the signal spec-
trum from the closely overlap-

ping noise spectrum 
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3 

EIA-232 Overview 

Objectives 
 When you have completed study of this chapter, you will be able to: 

 

• List the main features of the RS-232 standard 

• Fix the following RS-232 related problems: 
o Incorrect cabling 
o Male/female 9/25 pin D-type connector confusion 
o Wrong DTE/DCE configuration 
o Handshaking  
o Incorrect signaling voltages 
o Excessive electrical noise 

3.1 RS-232 interface standard (CCITT V.24) 

The RS-232 (Recommended Standard-232) interface standard was issued 1969 by the engineering 
department of the Electronics Industry Association (EIA). Almost immediately, minor revisions 
were made and EIA-232C was issued. The prefix ‘EIA’ was superseded by ‘EIA/TIA’ in 1988, 
when the EIA merged with the Telecommunications Industry Association (TIA). Revision 
EIA/TIA-232E (1991) brought it into line with the international standards ITU V.24, ITU V.28 and 
ISO-2110. The TIA/EIA designation was later simplified to ‘TIA’ and the current standard is TIA-
232-F. 

Poor interpretation of RS-232 has been responsible for many problems in interfacing equipment 
from different manufacturers.  This led some users to dispute as to whether it is a ‘standard.’  It 
should be emphasized that RS-232 and other related TIA standards define the electrical and 
mechanical details of the interface (Layer 1 of the OSI model) and do not define a protocol.  

The RS-232 standard specifies the method of connection of two devices; a DTE and a DCE.  
DTE refers to Data Terminal Equipment, for example, a computer or a printer.  A DTE device 
communicates with a DCE device. DCE, on the other hand, refers to Data Communications 
Equipment such as a modem. DCE equipment is now also called Data Circuit-terminating 
Equipment in EIA/TIA-232-E.  A DCE device receives data from the DTE and retransmits it to 
another DCE device via a data communications channel such as a telephone link.   
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Figure 3.1 
Connections between the DTE and the DCE using DB–25 connectors 

3.1.1 The major elements of RS-232 

The RS-232 standard consists of three major parts, which define: 
 

• Electrical signal characteristics 

• Mechanical characteristics of the interface 

• Functional description of the interchange circuits 

 Electrical signal characteristics 

RS-232 defines electrical signal characteristics such as the voltage levels and grounding 
characteristics of the interchange signals and associated circuitry for an unbalanced system.  

The RS-232 transmitter is required to produce voltages in the range +/- 5V to +/- 25V as follows: 

• Logic 1: –5V to –25V 

• Logic 0: +5V to +25V 

• Undefined logic level: +5 V to –5 V 
 

At the RS-232 receiver, the following voltage levels are defined: 

 

• Logic 1: –3V to –25V 

• Logic 0: +3V to +25V 

• Undefined logic level: –3V to +3V 
The difference between the minimum send and receive levels allows for a voltage drop along the 

line. 
The voltage levels associated with a microprocessor are typically 0V to +5V for Transistor-

Transistor Logic (TTL).  A line driver is required at the transmitting end to adjust the voltage to the 
correct level for the communications link. Similarly, a line receiver is required at the receiving end 
to translate the voltage on the communications link to the correct TTL voltages for interfacing to a 
microprocessor.  Despite the bipolar input voltage, TTL compatible RS-232 receivers operate on a 
single +5V supply. Modern PC power supplies usually have a standard +12V output that could be 
used for the line driver. 

The control or ‘handshaking’ lines have the same range of voltages as the transmission of logic 0 
and logic 1, except that they are of opposite polarity. This means that: 

 

• A control line ‘asserted’ (made active) by the transmitting device has a voltage range 
of +5V to +25V. The receiving device connected to this control line allows a voltage 
range of +3V to +25V. 
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• A control line ‘inhibited’ (made inactive) by the transmitting device has a voltage 
range of –5V to –25V. The receiving device of this control line allows a voltage 
range of –3V to –25V. 
 

 

Figure 3.2 
Voltage levels for RS-232 

At the receiving end, a line receiver is necessary for each data and control line to reduce the 
voltage level to the 0V and +5V logic levels required by the internal electronics. 

 

 

Figure 3.3 
RS-232 transmitters and receivers 

The RS-232 standard defines 25 electrical connections. The electrical connections are divided 
into four groups viz: 

 

• Data lines 

• Control lines 

• Timing lines 

• Special secondary functions 
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Data lines are used for the transfer of data. Data flow is designated from the perspective of the 
DTE interface. The transmit line, on which the DTE transmits and the DCE receives, is associated 
with pin 2 at the DTE end and pin 2 at the DCE end for a DB-25 connector.  These allocations are 
reversed for DB-9 connectors.  The receive line, on which the DTE receives, and the DCE 
transmits, is associated with pin 3 at the DTE end and pin 3 at the DCE end. Pin 7 is the common 
return line for the TxD and RxD data lines. The allocations are illustrated in Table 3.2. 

Control lines are used for interactive device control, commonly known as hardware handshaking. 
They regulate the way in which data flows across the interface. The four most commonly used 
control lines are: 

 

• RTS: Request To Send 

• CTS: Clear To Send 

• DSR: Data Set Ready (or DCE Ready from EIA-232D onwards) 

• DTR: Data Terminal Ready (or DTE Ready in EIA-232D onwards) 
 

It is important to remember that with the handshaking lines, the enabled state means a positive 
voltage and the disabled state means a negative voltage. 

Hardware handshaking is the cause of most interfacing problems. Manufacturers sometimes omit 
control lines from their RS-232 equipment or assign unusual applications to them. Consequently, 
many applications do not use hardware handshaking but, instead, use only the three data lines 
(transmit, receive and signal common ground) with some form of software handshaking. The 
control of data flow is then part of the application program. Most of the systems encountered in 
data communications for instrumentation and control use some sort of software-based protocol in 
preference to hardware handshaking.  

There is a relationship between the permissible speed of data transmission and the length of the 
cable connecting the two devices on the RS-232 interface. As the speed of data transmission 
increases, the quality of the signal transition from one voltage level to another, for example, from –
25V to +25V, becomes increasingly dependent on the capacitance and inductance of the cable.  

The rate at which voltage can ‘slew’ from one logic level to another depends mainly on the cable 
capacitance, and the capacitance increases with cable length.  The length of the cable is therefore 
limited by the ability of the interfaces to transmit and receive data without errors. The RS-232 
standard specifies the limit of total cable capacitance as 2500 pF.  With typical cable capacitance 
having improved from around 160 pF/m to only 50 pF/m in recent years, the maximum cable 
length has extended from around 15 meters (50 feet) to about 50 meters (166 feet). 

The common data transmission rates used with RS-232 are 110, 300, 600, 1200, 2400, 4800, 
9600 and 19200 bps. For short distances, however, transmission rates of up to 12 Mbps can be 
used. Based on field tests, Table 3.1 shows the practical relationship between selected baud rates 
and maximum allowable cable length, indicating that much longer cable lengths are possible at 
lower baud rates. Note that the achievable speed depends on the transmitter voltages, cable 
capacitance (as discussed above) as well as the noise environment. 

In the context of the NRZ-type of coding used for asynchronous transmission on RS-232 links, 1 
baud = 1 bit per second. 

 Table 3.1 
Demonstrated maximum cable lengths with RS-232 interface 

Baud rate Cable length (metres) 

110 850 

300 800 

600 700 

1200 500 

2400 200 

4800 100 

9600 70 

19200 50 

115 K 20 
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 Mechanical characteristics of the interface 

RS-232 defines the mechanical characteristics of the interface between the DTE and the DCE. It 
dictates that the interface must consist of a plug (‘male’) and socket (‘female’) and that the socket 
will normally be on the DCE.  

The DB-25 connector (25 pin D-type) is closely associated with RS-232 and is the de facto 
standard with revision D. Revision E formally specifies a new connector in the 26-pin alternative 
connector (known as the ALT-A connector). This connector supports all 25 signals associated with 
RS-232.  ALT-A is physically smaller than the DB-25 and satisfies the demand for a smaller 
connector suitable for modern computers. On some RS-232 compatible equipment where little or 
no handshaking is required, the DB-9 connector (9 pin, D-type) is common. This practice 
originated when IBM decided to make a combined serial/parallel adapter for the AT&T personal 
computer.  A small connector format was needed to allow both serial interfaces to fit onto the back 
of a standard ISA interface card. Subsequently, the DB-9 connector has also became an industry 
standard to reduce the wastage of pins.  The pin allocations commonly used with the DB-9 and DB-
25 connectors for the RS-232 interface are shown in table 3a.2.  The pin allocation for the DB-9 
connector is not the same as for the DB-25 and often traps the unwary. 
 

Table 3.2 
Common DB-9 and DB-25 pin assignments for RS-232 and TIA-530  

 

Pin no. 

DTE 

DB-9 connector 

IBM  pin assignment 

DB-25 connector 

TIA-232 pin assignment 

DB-25 connector 

TIA-530 pin assignment 

1 Received line signal Shield Shield 

2 Received data Transmitted data Transmitted data (A) 

3 Transmitted data Received data Received data (A) 

4 DTE ready Request to send Request to send (A) 

5 Signal/Common ground Clear to send Clear to send (A) 

6 DCE ready DCE ready DCE ready (A) 

7 Request to send Signal/Common ground Signal/Common ground 

8 Clear to send Received line signal Received line signal (A) 

9 Ring indicator +Voltage (testing) Receiver signal 
DCE element timing (B) 

10  -Voltage (testing) Received line (B) 

11  Unassigned Transmitter signal 
DTE element timing (B) 

12  Sec received line signal 
detector/data signal 

Transmitter signal 
DCE element timing 

13  Sec clear to send Clear to send (B) 

14  Sec transmitted data Transmitted data (B) 

15  Transmitter sgnal 
DCE element timing 

Transmitter signal 
DCE element timing (A) 

16  Sec received data Received data (B) 

17  Receiver signal 
DCE element timing 

Receiver signal 
DCE element timing (A) 

18  Local loopback Local loopback 

19  Sec request to send Request to send (B) 

20  DTE ready DTE ready (A) 

21  Remote loopback/signal 
quality detector 

Remote loopback 

22  Ring indicator DCE ready (B) 

23  Data signal rate DTE ready (B) 

24  Transmit signal 
DTE element timing 

Transmitter signal 
DTE element timing (A) 

25  Test mode Test mode 
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 Functional description of the interchange circuits 

RS-232 defines the function of the data, timing and control signals used at the interface of the DTE 
and DCE.  However, very few of the definitions are relevant to applications for data 
communications for instrumentation and control. 

The circuit functions are defined with reference to the DTE as follows: 

• Protective Ground (shield)  

The protective ground ensures that the DTE and DCE chassis are at equal potentials 
(remember that this protective ground could cause problems with circulating ground 
currents) 

• Transmitted Data (TxD)  

This line carries serial data from the DTE to the corresponding pin on the DCE. The 
line is held at a negative voltage during periods of line idle 

• Received Data (RxD)  

This line carries serial data from the DCE to the corresponding pin on the DTE 

• Request To Send (RTS)  

RTS is the ‘request to send’ hardware control line. This line is asserted (+V) when the 
DTE requests permission to send data.  The DCE then asserts CTS for hardware data 
flow control 

• Clear To Send (CTS)  

When a half-duplex modem is receiving, the DTE keeps RTS inhibited.  When it is the 
DTE’s turn to transmit, it advises the modem by asserting the RTS pin.  When the 
modem asserts the CTS, it informs the DTE that it is now safe to send data    

• DCE Ready  

Formerly called Data Set Ready (DSR). The DTE ready line is an indication from the 
DCE to the DTE that the modem is ready 

• Signal Ground (common)  

This is the common return line for all the data transmit and receive signals and all 
other circuits in the interface.  This connection between the two ends is always 
implemented 

• Data Carrier Detect (DCD) 

This is also called the ‘received line signal detector’.  It is asserted by the modem 
when it receives a remote carrier and remains asserted for the duration of the 
connection 

• DTE Ready   

Formerly referred to as Data Terminal Ready (DTR). DTE ready enables, but does not 
cause, the modem to switch onto the line.  In originate mode, DTE ready must be 
asserted in order to auto-dial.  In answer mode, DTE ready must be asserted to auto-
answer 

• Ring Indicator  

This pin is asserted during a ring voltage on the line 

• Data Signal Rate Selector (DSRS)  

When two data rates are possible, the higher is selected by asserting DSRS; however, 
this line is not used much these days 
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Table 3.3 
ITU–T V.24 Pin assignment (ISO 2110) 

Pin 

no. 

CCITT no. Circuit Description Circuit 

direction 

1 - - Shield To DCE 

2 103 BA Transmitted Data To DCE 

3 104 BB Received Data From DCE 

4 105/133 CA/CJ Request To Send To DCE 

5 106 CB Clear To Send From DCE 

6 107 CC DCE Ready From DCE 

7 102 AB Signal common - 

8 109 CF Received Line Signal Detector From DCE 

9 - - Reserved for testing - 

10 - - Reserved for testing - 

11 126 See Note Unassigned - 

12 122/112 SCF/CI Secondary Received Line Signal 
Detector/ data signal rate selector 

From DCE 

13 121 SCB Secondary Clear To Send From DCE 

14 118 SBA Secondary Transmitted Data To DCE 

15 114 DB Transmitter signal element timing 
(DTE source) 

From DCE 

16 119 SBB Secondary Received Data From DCE 

18 141 LL Local loopback To DCE 

19 120 SCA Secondary Request To Send To DCE 

20 108/112 CD DTE Ready To DCE 

21 140/110 RL/CG Remote loopback/signal quality detector T/F DCE 

22 125 CE Ring Indicator From DCE 

23 111/112 CH/CI Data Signal Rate Selector (DTE/DCE 
source) 

T/F DCE 

24 113 DA Transmit Signal Element Timing (DTE 
source) 

To DCE 

25 142 TM Test mode From DCE 

26  None (Alt A connector) No connection at this 
time 

 

3.2 Half-duplex operation of RS-232  

The following description of one particular mode of operation of the RS-232 interface is based on 
half-duplex data interchange.  The description encompasses the more generally used full-duplex 
operation. 

Figure 3.4 shows the operation with the initiating user terminal, DTE, and its associated modem, 
DCE, on the left of the diagram and the remote computer and its modem on the right. 

The following sequence of steps occurs when a user sends information over a telephone link to a 
remote modem and computer: 

 

• The initiating user manually dials the number of the remote computer 

• The receiving modem asserts the RI line in a pulsed ON/OFF fashion reflecting the 
ringing tone.  The remote computer already has its DTR line asserted to indicate that 
it is ready to receive calls.  Alternatively, the remote computer may assert the DTR 
line after a few rings. The remote computer then sets its RTS line to ON 

• The receiving modem answers the phone and transmits a carrier signal to  
the initiating end.  It asserts the DCE Ready line after a few seconds 
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• The initiating modem asserts the data carrier detect (DCD) line.  The initiating 
terminal asserts its DTR line, if it is not already high. The modem responds by 
asserting its DTE Ready line. 

• The receiving modem asserts its CTS line, which permits the transfer of data from the 
remote computer to the initiating side 

• Data is transferred from the receiving DTE (TxD) to the receiving modem.  The 
receiving remote computer then transmits a short message to indicate to the 
originating terminal that it can proceed with the data transfer. The originating modem 
transmits the data to the originating terminal 

• The receiving terminal sets its RTS line to OFF. The receiving modem then sets its 
CTS line to OFF 

• The receiving modem switches its carrier signal OFF 

• The originating terminal detects that the DCD signal has been switched OFF on the 
originating modem and switches its RTS line to the ON state. The originating modem 
indicates that transmission can proceed by setting its CTS line to ON 

• Transmission of data proceeds from the originating terminal to the  
remote computer 

• When the interchange is complete, both carriers are switched OFF and, in many 
cases, the DTR is set to OFF.  This means that the CTS, RTS and DCE  ready lines 
are set to OFF 
 

Full-duplex operation requires that transmission and reception must be able to occur 
simultaneously.  In this case, there is no RTS/CTS interaction at either end.  The RTS and CTS 
lines are left ON with a carrier to the remote computer. 

 

 

Figure 3.4 
Half- duplex operational sequence of RS-232 
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3.3 Limitations 

In spite of its popularity and extensive use, it should be remembered that RS-232 was originally 
developed for interfacing data terminals to modems.  In the context of modern requirements, RS-
232 has several weaknesses. Most have arisen as a result of the increased requirements for 
interfacing other devices such as PCs, digital instrumentation, digital variable speed drives, power 
system monitors and other peripheral devices in industrial plants. 

The main limitations of RS-232 when used for the communications of instrumentation and 
control equipment in an industrial environment are: 

 

• The point-to-point restriction, a severe limitation when several ‘smart’  
instruments are used 

• The distance limitation of 15 meters (50 feet) end-to-end, too short for  
most control systems 

• The 20 Kbps rate,  too slow for many applications 

• The –3 to –25 V and +3 to +25 V signal levels, not directly compatible  
with modern standard power supplies 

• Most modern laptop computers do not have serial ports. In this case en external USB 
to serial interface could be used, but not all models seem to work with all applications 
 

Consequently, a number of other interface standards have been developed to overcome some of 
these limitations. The RS-485 interface standards are increasingly being used for instrumentation 
and control systems. 

3.4     Troubleshooting 

3.4.1 Introduction 

Since RS-332 is a point-to-point system, installation is fairly straightforward and all RS-232 
devices use either DB-9 or DB-25 connectors. These connectors are used because they are cheap 
and allow multiple insertions. None of the RS-232 standards define which device uses a male or 
female connector, but traditionally the male (pin) connector is used on the DTE and the female 
connector (socket) is used on DCE equipment. This is only traditional and may vary on different 
equipment. It is often asked why a 25-pin connector is used when only 9 pins are needed. This was 
done because RS-232 was used before the advent of computers. It was therefore used for hardware 
control (RTS/CTS). It was originally thought that, in the future, more hardware control lines would 
be needed hence the need for more pins.  

 When doing an initial installation of an RS-232 connection it is important to note the following: 
 

• Is one device a DTE and the other a DCE?  

• What is the gender and size of connectors at each end? 

• What is the speed of the communication? 

• What is the distance between the equipment? 

• Is it a noisy environment? 

• Is the software set up correctly (all the UART parameters the same for both sides)?  

3.4.2 Typical approach 

When troubleshooting a serial data communications interface, it is necessary to adopt a logical 
approach in order to avoid frustration and wasting many hours. A procedure similar to that outlined 
below is recommended: 
 

• Check the basic parameters. Are the baud rate, stop/start bits and parity set identically for 
both devices? These are sometimes set on DIP switches in the device. However, the trend 
is towards using software, configured from a terminal, to set these basic parameters 
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• Identify which is DTE or DCE. Examine the documentation to establish what actually 
happens at pins 2 and 3 of each device. On the 25-pin DTE device, pin 2 is used for 
transmission and should have a negative voltage (mark) in the idle state, whilst pin 3 is 
used for the receipt of data (passive) and should be at approximately 0 volts. Conversely, 
at the DCE device, pin 3 should have a negative voltage, whilst pin 2 should be around 0 
volts. If no voltage can be detected on either pin 2 or 3, then the device is probably not 
RS-232 compatible and could be connected according to another interface standard, such 
as RS-422, RS-485, etc. 

  

 

Figure 3.5 
Flowchart to identify an RS-232 device as either a DTE or DCE 

• Clarify the needs of the hardware handshaking when used.  Hardware handshaking can cause 
the greatest difficulties and the documentation should be carefully studied to yield some clues 
about the handshaking sequence. Ensure all the required wires are correctly terminated in the 
cables   

• Check the actual protocol used. This is seldom a problem but, when the above three points do 
not yield answers, it is possible that there are irregularities in the protocol structure between 
the DCE and DTE devices 

• Alternatively, if software handshaking is used, ensure that both devices have compatible 
application software. In particular, check that the same ASCII character is used for XON and 
XOFF  

3.4.3 Test equipment 

From a testing point of view, section 2.1.2 in the EIA-232-E standard states that: ‘The generator on 
the interchange circuit shall be designed to withstand an open circuit, a short circuit between the 
conductor carrying that interchange circuit in the interconnecting cable and any other conductor in 
that cable including signal ground, without sustaining damage to itself or its associated equipment.’ 

In other words, any pin may be connected to any other pin, or even ground, without damage and, 
theoretically, one cannot blow up anything! This does not mean that the RS-232 interface cannot be 
damaged. The incorrect connection of incompatible external voltages can damage the interface, as 
can static charges.  

If a data communication link is inoperable, the following devices may be useful when analyzing 
the problem: 
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• A digital multimeter. Any cable breakage can be detected by measuring the 
continuity of the cable for each line.  The voltages at the pins in active and inactive 
states can also be ascertained by the multimeter to verify its compatibility with the 
respective standards 

 

• An LED. The use of an LED is to determine which lines are asserted or whether the 
interface conforms to a particular standard. This is laborious and accurate pin 
descriptions should be available  

• A breakout box 

• Serial protocol analysis software (running on a PC or laptop)  

• A dedicated hardware protocol analyzer (e.g. Hewlett Packard) 

 The breakout box 

The breakout box is an inexpensive tool that provides most of the information necessary to identify 
and fix problems on RS-232 data communications circuits. 
 
 

 

Figure 3.6 
Breakout box showing test points  

A breakout box is connected to the data cable or serial port to bring out all conductors to 
accessible test points. There are many versions on the market, from the ‘homemade’ using a back-
to-back pair of male and female DB-25 sockets to fairly sophisticated test units with built-in LEDs, 
switches and test points.  

Breakout boxes usually have a male and a female socket and by using two standard serial cables, 
the box can be connected in series with the communication link. The 25 test points can be 
monitored by LEDs, a simple digital multimeter, an oscilloscope or a protocol analyzer. In 
addition, a switch in each line can be opened or closed while trying to identify the problem. 

The major weakness of the breakout box is that while one can interrupt any of the data lines, it 
does not help much with the interpretation of the flow of bits on the data communication lines. A 
protocol analyzer is required for this purpose.  

 Null modem 

Null modems look like DB-25 ‘through’ connectors and are used when interfacing two devices of 
the same gender (e.g. DTE to DTE, DCE to DCE) or devices from different manufacturers with 
different handshaking requirements. A null modem has appropriate internal connections between 
handshaking pins that ‘trick’ the terminal into believing conditions are correct for passing data. A 
similar result can be achieved by soldering extra loops inside the DB-25 plug (RTS to CTS etc.).  
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Null modems generally cause more problems than they solve and should be used with extreme 
caution and preferably avoided. 
 
  

 

Figure 3.7 
Null modem connections 

Note that the null modem may inadvertently connect pins 1 together, as in Figure 3.7.  This is an 
undesirable practice and should be avoided. 

 Loopback plug 

This is a hardware plug which loops back the transmit data pin to the receive data pin and similarly 
for the hardware handshaking lines.  This is another quick way of verifying the operation of the 
serial interface without connecting to another system.  

 Protocol analyzer 

A protocol analyzer is used to display the actual bits on the data line, as well as the special control 
codes, such as STX, DLE, LF, CR, etc. The protocol analyzer can be used to monitor the data bits, 
as they are sent down the line, and compare them with what should be on the line. This helps to 
confirm that the transmitting terminal is sending the correct data and that the receiving device is 
receiving it. The protocol analyzer is useful in identifying incorrect baud rates, incorrect parity 
generation methods, incorrect numbers of stop bits, noise, or incorrect wiring and connection. It 
also makes it possible to analyze the format of the message and look for protocol errors. 

When the problem has been shown not to be due to the connections, baud rate, bits or parity, then 
the content of the message will have to be analyzed for errors or inconsistencies. Protocol analyzers 
can quickly identify these problems. 

Purpose-built protocol analyzers are expensive devices and it is often difficult to justify the cost 
when it is unlikely that the unit will be used very often. Fortunately, software has been developed 
that enables a normal PC to be used as a protocol analyzer. The use of a PC as a test device for 
many applications is a growing field, and one way of connecting a PC as a protocol analyzer is 
shown in Figure 3.8. 

Note that Figure 3.8 has been simplified for clarity and does not show the connections on the 
control lines (for example RTS to CTS). 
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Figure 3.8 
Protocol analyzer connection  

3.4.4 Typical RS-232 problems 

Below is a list of typical RS-232 problems, which can arise because of inadequate interfacing. 
These problems could equally apply to two interconnected PCs or to a PC connected to a printer. 
 

Table 3.4 
A list of typical RS-232 problems 

Problem Probable cause of problem 

Garbled or lost data Baud rates of connected ports may be different 

 Connecting cable could be defective 

 Data formats may be inconsistent (Stop bit/ parity/ number 
of data bits) 

 Flow control may be inadequate 

 High error rate due to electrical interference 

 Buffer size of receiver inadequate 

  

No data communications Power for both devices may not be on 

 Transmit and receive lines of cabling may be incorrect 

 Handshaking lines of cabling may be incorrectly connected 

 Baud rates mismatch 

 Data format may be inconsistent 

 Ground loop may have formed for RS-232 line 

 Extremely high error rate due to electrical interference 

 Protocols may be inconsistent/ Intermittent communications 

  

ASCII data has incorrect 
spacing 

Mismatch between 'LF' and 'CR' characters generated by 
transmitting device and expected by receiving device. 

 
To determine whether the devices are DTE or DCE, connect a breakout box at one end and note 

the condition of the TxD light (pin 2 or 3) on the box. If pin 2 is ON, then the device is probably a 
DTE. If pin 3 is ON, it is probably a DCE. Another clue could be the gender of the connector; male 
is typically DTE and female is typically DCE, though this is not always the case.  
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Figure 3.9 
A 9- pin RS-232 connector on a DTE 

When troubleshooting an RS-232 system, it is important to understand that there are two different 
approaches. One approach is followed if the system is new and has never run before, and the other 
if the system has been operating and for some reason does not communicate at present. New 
systems that have never worked have more potential problems than a system that has been working 
before and now has stopped. 
   If a system is new it can have three main problems viz. mechanical, setup or noise. A previously 
working system usually has only one problem, viz. mechanical. This assumes that no-one has 
changed the setup and a new noise source has not been introduced into the system. In all systems, 
whether having previously worked or not, it is best to check the mechanical parts first. This is done 
by: 
 

• Verifying that there is power to the equipment 

• Verifying that the connectors are not loose  

• Verifying that the wires are correctly connected  

• Checking that a part, board or module has not visibly failed 

3.4.5 Mechanical problems 

Oftentimes mechanical problems develop in RS-232 systems because of incorrect installation of 
wires in the D-type connector or because strain reliefs were not installed correctly. The following 
recommendations should be noted when fabricating or installing RS-232 cables: 
 

• Keep the wires short (20 meters maximum) 

• Stranded wire should be used instead of solid wire (solid wire will not flex) 

• Only one wire should be soldered to a connector pin  

• Bare wire should not be showing out of the pin of the connector 

• The back shell should reliably and properly secure the wires 
  

The speed and distance of the equipment will determine if it is possible to make the connection at 
all. Most users try to stay less than 50 feet or about 16 meters at 115200 bits per second. This is a 
very subjective measurement and will depend on the cable, voltage of the transmitter and the 
amount and noise in the environment. The transmitter voltage can be measured at each end when 
the cable has been installed. A voltage of at least +/– 5V should be measured at each end on both 
the TxD and RxD lines. 

An RS-232 breakout box can be placed between the DTE and DCE to monitor the voltages 
placed on the wires by looking at pin 2 on the breakout box. Be careful here because it is possible 
that the data is being transmitted so fast that the light on the breakout box doesn't have time to 
change. If possible, lower the speed of the communication at both ends to something like 2 bps, or 
alternatively monitor the signal with an oscilloscope (preferable a storage oscilloscope). 
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Figure 3.10 
Measuring the voltage on RS-232 

Once it has been determined that the wires are connected as DTE to DCE and that the distance 
and speed are not going to be a problem, the cable can be connected at each end. The breakout box 
can still be left in place and both the pin 2 and 3 lights on the breakout box should now be on.  

The color of the light depends on the breakout box. Some breakout boxes use red for a positive 
voltage and others use green for a positive voltage. If only one light is on, then that may mean that 
a wire is broken or there is a DTE to DTE connection. A clue to a possible DTE to DTE connection 
would be that the light on pin 3 would be off and the one on pin 2 would be on. To correct this 
problem, first check the wires for continuity, then turn switches 2 and 3 off on the breakout box and 
use jumper wires to cross-connect them. If the TX and RX lights come on, a null modem cable or 
box will need to be built and inserted in-line with the cable. 

 

Figure 3.11 
An RS-232 breakout box 

If the pin 2 and pin 3 lights are both on, one end is transmitting and the control is correct, then the 
only things left to check is the protocol and noise. Either a hardware or software protocol analyzer 
will be needed to troubleshoot the communications between the devices. On new installations, one 
common problem is mismatched baud rates. The protocol analyzer will tell exactly what the baud 
rates are for each device. Another thing to look for with the analyzer is the timing. Often, the 
transmitter waits some time before expecting a proper response from the receiver. If the receiver 
takes too long to respond or the response is incorrect, the transmitter will 'time out.' This is usually 
indicated as a ‘communications error or failure.’ 

3.4.6 Setup problems  
Once it has been determined that the cable is connected correctly and the proper voltage is being 
received at each end, it is time to check the setup.  The following need to be checked before trying 
to communicate: 

• Is the software communications set up the same at both ends, e.g. 8N1, 7E1 or 7O1? 

• Is the baud rate the same at both devices? (1200, 4800, 9600, 19200 etc.) 

• Is the software set up at both ends for binary, hex or ASCII data transfer? 

• Is the software set up for the proper type of control (hardware/ software)? 
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The UART settings will depend on the higher level software being used. Modbus dictates 8N2, 
8E1or 8O1 for Modbus RTU, and 7N2, 7E1 or 7O1 for Modbus ASCII. The most common baud 
rate used in asynchronous communications is 9600. Hex and ASCII are commonly used as 
communication codes.  

If one device is transmitting but the other receiver is not responding, then the next thing to look 
for is what type of control the devices are using. The equipment manual may define whether 
hardware or software control is being used. Both ends should be set up to use the same type of 
control. 

3.4.7 Noise problems 

RS-232, being a single ended (unbalanced) type of circuit, lends itself to receiving noise. There are 
three ways that noise can be induced into an RS-232 circuit: 
 

• Induced noise on the common ground 

• Induced noise on the TxD or RxD lines 

• Induced noise on the control lines 

 Ground induced noise 

Different ground voltage levels on the ground line (pin7) can cause ground loop noise. In addition, 
varying voltage levels induced on the ground at either end by high-power equipment can cause 
intermittent noise. This kind of noise can be very difficult to reduce. Sometimes, changing the 
location of the ground on either the RS-232 equipment or the high-power equipment can help, but 
this is often not possible. If it is determined that the noise problem is caused by the ground it may 
be best to replace the RS-232 link with a fiber optic or RS-422/485 system. Fiber optic or RS-
422/485 to RS-232 adapters are relatively cheap, readily available and easy to install. When the 
cost of troubleshooting the system is included, replacing the system often is the cheapest option. 

 Induced noise on the TxD or RxD lines 

Noise from the outside can cause the communication on an RS-232 system to fail, although this 
voltage must be quite large. Because RS-232 voltages, in practice, are usually between +/– 7V and 
+/– 12V, the noise voltage must be quite high in order to induce errors. This type of noise induction 
is noticeable because the voltage on the TxD and/or RxD line will be outside the RS-232 
specifications. Noise on the TxD line can also be induced on the RxD line (or vice versa) due to the 
common ground in the circuit. This type of noise can be detected by comparing the data being 
transmitted with the received communication at the other end of the wire (assuming no broken 
wire). The protocol analyzer is plugged into the transmitter at one end and the data monitored. If 
the data is correct, the protocol analyzer is then plugged into the other end and the received data 
monitored. If the data is corrupt at the receiving end, then noise on that wire may be the problem. If 
it is determined that the noise problem is caused by induced noise on the TxD or RxD lines, it may 
be best to move the RS-232 line and the offending noise source away from each other. If this 
doesn't help, it may be necessary to replace the RS-232 link with a fiber optic or RS-485 system. 

 Induced noise on the control lines 

This type of noise is very similar to the TxD/RxD noise. The difference is that noise on these wires 
may be harder to find. This is because the data is being received at both ends, but there still is a 
communication problem. The use of a voltmeter or oscilloscope will help to measure the voltage on 
the control or indicator lines and therefore locate the possible cause of the problem, although this is 
not always very accurate. This is because the effect of noise on a system is governed by the ratio of 
the power levels of the signal and the noise, rather than a ratio of the respective voltage levels. 
   If it is determined that the noise is being induced on one of the control lines, it may be best to 
move the RS-232 line and the offending noise source away from each other. If this doesn't help, it 
may be necessary to replace the RS-232 link with a fiber optic or RS-485 system. 
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3.5.8 Summary of troubleshooting 

 Installation 

• Is one device a DTE and the other a DCE?  

• What is the gender and size of the connector at each end? 

• What is the baud rate? 

• What is the distance between the equipment? 

• Is it a noisy environment? 

• Is the software set up correctly? 

 Troubleshooting new and old systems 

• Verify that there is power to the equipment 

• Verify that the connectors are not loose 

• Verify that the wires are connected correctly 

• Check that a part, board or module has not visibly failed 

 Mechanical problems on new systems 

• Keep the wires short (20 meters maximum) 

• Stranded wire should be used instead of solid wire (stranded wire will flex) 

• Only one wire should be soldered in each pin of the connector 

• Bare wire should not be showing out of the connector pins 

• The back shell should reliably and properly secure the wire 

 Setup problems on new systems 

• Is the number of data bits, type of parity and number of stop bits the same for both 
sides? 

• Is the baud rate the same for both devices? 

• Is the software set up at both ends for binary, hex or ASCII data transfer? 

• Is the software set up for the proper type of control? 

 Noise problems on new systems 

• Noise from the common ground 

• Induced noise on the TxD or RxD lines 

• Induced noise on the control lines 
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4 

EIA-485 Overview 

Objectives 
 When you have completed a study of this chapter, you will be able to: 

• Describe the RS-485 standard 

• Remedy the following problems: 

• Incorrect RS-232 wiring 

• Excessive common mode voltage 

• Faulty converters 

• Idle state problems 

• Incorrect or missing terminations 

4.1 The RS-485 interface standard  

The RS-232 (TIA-485) is one of the most versatile of the TIA interface standards. It is an extension 
of RS-422 and allows the same distance and data speed but increases the number of transmitters 
and receivers permitted on the line. RS-485 permits a ‘multi-drop’ network connection on 2 wires 
and allows reliable serial data communication for: 
 

• Distances of up to 1200 m (4000 feet, same as RS-422) 

• Data rates of up to 10 Mbps (same as RS-422) 

• 32 line drivers on the same line 

• 32 line receivers on the same line 
 

The maximum bit rate and maximum length can, however, not be achieved at the same time. For 
24 AWG twisted pair cable the maximum data rate at 1200 m is approximately 90 kbps.  The 
maximum cable length at 10 Mbps is less than 15m.  Better performance will require a higher-
grade cable and possibly the use of active (solid state) terminators in the place of the 120-ohm 
resistors. 

According to the RS-485 standard there can be 32 ‘standard’ transceivers on the network. Some 
manufacturers supply devices that are equivalent to ½ or ¼ standard devices, in which case this 
number can be increased to 64 or 128.  If more transceivers are required, repeaters have to be used 
to extend the network. 

The two conductors making up the bus are referred to as A and B in the specification.  The A 
conductor is alternatively known as A–, TxA and Tx+. The B conductor, in similar fashion, is 
called B+, TxB and Tx–. Although this is rather confusing, identifying the A and B wires are not 
difficult.  In the MARK or OFF state (i.e. when the RS-232 TxD pin is LOW (e.g. -8V), the voltage 
on the A wire is more negative than that on the B wire. 
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The differential voltages on the A and B outputs of the driver (transmitter) are similar (although 
not identical) to those for RS-422, namely: 

 

• –1.5V to –6V on the A terminal with respect to the B terminal for a binary 1 (MARK 
or OFF) state, and 

• +1.5V to +6V on the A terminal with respect to the B terminal for a binary 0 (SPACE 
or ON state) 

 
As with RS-422, the line driver for the RS-485 interface produces a ±5V differential voltage on 

two wires. The major enhancement of RS-485 is that a line driver can operate in three states called 
tri–state operation: 

 

• Logic 1 

• Logic 0 

• High-impedance 
 

In the high-impedance state, the line driver draws virtually no current and appears not to be 
present on the line. This is known as the ‘disabled’ state and can be initiated by a signal on a 
control pin on the line driver integrated circuit. Tri-state operation allows a multi-drop network 
connection with up to 32 transmitters on the same line, although only one can be active at any 
given time. Each terminal in a multi-drop system must be allocated a unique address to avoid 
conflicting with other devices on the system.  The RS-485 drivers include current limiting for cases 
where contention occurs. 

RS-485 is very useful for systems where several instruments or controllers may be connected on 
the same line. Special care must be taken with the software to co-ordinate which devices on the 
network can become active.  In most cases a master terminal, such as a PC or computer, controls 
which transmitter will be active at a given time. 

The two-wire data transmission line does not require special termination if the signal 
transmission time from one end of the line to the other end (at approximately 200 meters per 
microsecond) is significantly smaller than one quarter of the signal’s rise time. This is typical with 
short lines or low bit rates.  At high bit rates or in the case of long lines, proper termination 
becomes critical.  The value of the terminating resistors (one at each end) should be equal to the 
characteristic impedance of the cable.  This is typically 120 ohms for twisted pair wire. 

Figure 4.1 shows a typical two-wire multi-drop network. Note that the transmission line is 
terminated at both ends of the line but not at drop points in the middle of the line. This 
configuration limits the system to full-duplex operation. 

 

 

Figure 4.1 
Typical two- wire multi-drop network 
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An RS-485 network can also be connected in a four-wire configuration as shown in Figure 4.2. In 
this configuration full-duplex operation is possible. 

 
 

 

Figure 4.2 
Four- wire network configuration 

During normal operation there are periods when all drivers are off, and the communications lines 
are in the idle, high impedance state.  In this condition the lines are susceptible to noise pick-up, 
which can be interpreted as random characters on the communications line. If a specific RS-485 
system has this problem, it should incorporate bias resistors, as indicated in Figure 4.3. The 
purpose of the bias resistors is not only to reduce the amount of noise picked up, but to keep the 
receiver biased in the IDLE state when no input signal is received. For this purpose the voltage 
drop across the 120 ohm termination resistor must exceed 200 mV AND the A terminal must be 
more negative than the B terminal.  Keeping in mind that the two 120 ohm resistors appear in 
parallel, the bias resistor values can be calculated using Ohm’s Law.   For a +5V supply and 120 
ohm terminators, a bias resistor value of 560 ohm is sufficient.  This assumes that the bias resistors 
are only installed on ONE node. 

Some commercial systems use higher values for the bias resistors, but then assume that all or 
several nodes have bias resistors attached.  In this case the value of all the bias resistors in parallel 
must be small enough to ensure 200 mV across the A and B wires. 
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Figure 4.3 
Suggested installation of bias resistors 

RS-485 line drivers are designed to handle 32 nodes. This limitation can be overcome by 
employing an RS-485 repeater connected to the network. When data occurs on either side of the 
repeater, it is transmitted to the other side. The RS-485 repeater transmits at full voltage levels, 
consequently another 31 nodes can be connected to the network. A diagram for the use of RS-485 
with a bi-directional repeater is given in Figure 4.4. 

The ground pin of the RS-485 transceiver should be connected to the logic reference (also known 
as circuit ground or circuit common), either directly or through a 100-ohm ½ Watt resistor. The 
purpose if the resistor is to limit the current flow if there is a significant potential difference 
between the earth points. This is not shown in Figure 4.2. In addition, the logic reference is to be 
connected to the chassis reference (protective ground or frame ground) through a 100 ohm 1/2 watt 
resistor. The chassis reference, in turn, is connected directly to the safety reference (Green Wire 
Ground or power system ground). 

If the grounds of the nodes are properly interconnected, then a third wire running in parallel with 
the A and B wires are, strictly speaking, not necessary.  However, this is often not the case and thus 
a third wire is added as in Figure 4.2.  If the third wire is added, a 100 ohm ½ watt resistor is to be 
added at each end as shown in Figure 4.2. 

The ‘drops’ or ‘spurs’ that interconnect the intermediate nodes to the bus need to be as short as 
possible since a long spur creates an impedance mismatch, which leads to unwanted reflections.  
The amount of reflection that can be tolerated depends on the bit rate. At 50 kbps a spur of, say, 30 
meters could be in order, whilst at 10 Mbps the spur might be limited to 30 centimeters. Generally 
speaking, spurs on a transmission line are ‘bad news’ because of the impedance mismatch (and 
hence the reflections) they create, and should be kept as short as possible. 

Some systems employ RS-485 in a so–called ‘star’ configuration. This is not really a star, since a 
star topology requires a hub device at its center. The ‘star’ is, in fact, a very short bus with 
extremely long spurs, and is prone to reflections. It can therefore only be used at low bit rates. 

 



EIA-485 overview 51 

 

Figure 4.4 
RS-485 with repeaters 

The ‘decision threshold’ of the RS-485 receiver is identical to that of both RS-422 and RS-423 
receivers (not discussed as they have been superseded by RS-485) at +/- 200 mV as indicated in 
Figure 4.5. 

 

 

Figure 4.5 
RS-485/422/423 receiver sensitivities 

4.2 Troubleshooting 

4.2.1 Introduction 

The RS-485 line drivers/receivers are differential chips. This means that the A and B wires are 
referenced to each other. A ‘one’ is transmitted, for example, when one of the lines is at +5V and 
the other one is at 0V. A ‘zero’ is then transmitted when the line voltages are reversed. In working 
systems the voltages are usually somewhere around +/- 2V with reference to each other. Up to 32 
devices can be connected on one system without a repeater. Some systems allow the connection of 
five legs with four repeaters and get 160 devices on one system.  
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Figure 4.6 
RS-485 chip 

 
  

4.2.3 Installation 

Installation rules for RS-485 vary per manufacturer and since there are no standard connectors for 
RS-485 systems, it is difficult to define a standard installation procedure. Even so, most 
manufacturers’ procedures are similar. The most common type of connector used on RS-485 
systems is either a one-part or two-part screw connector. The preferred connector is the 2-part 
screw connector with the sliding box under the screw (Phoenix type). Other connectors use a screw 
on top of a folding tab. 
   Manufacturers sometimes use the DB-9 connector instead of a screw connector to save money. 
Unfortunately, the DB-9 connector has problems when used for multi-drop connections in that it is 
designed so that only one wire can be inserted per pin. RS-485 multi-drop systems require the 
connection of two wires so that the wire can continue down the line to the next device. This is a 
simple matter with screw connectors, for which the two wires are twisted together and inserted in 
the connector under the screw. The screw is then tightened down and the connection is made. With 
the DB-9 connector, the two wires must be soldered together with a third wire and the third wire is 
then soldered to the single pin on the connector.  

Note: When using screw connectors, the wires should NOT be soldered together. The wires 
should just be just twisted together, or a special crimp ferrule should be used to connect the wires 
before they are inserted into the screw connector. 

  

 

Figure 4.7 
A poor RS-485 connection 
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Serious problems with RS-485 systems are rare but, having said that, there are some possible 
problems that can arise in the installation process: 

  

• Reversed A/B wires 

• Loose or poor connections due to improper installation 

• Excessive electrical noise in the environment 

• Common mode voltage problems 

• Reflection of the signal due to missing or incorrect terminators 

• Shield not grounded, grounded incorrectly or not connected at each drop 

• Star-ing or tee-ing of devices (i.e. long stubs) 
 
 

To ensure that the wires are not reversed, check that the same color is connected to the same pin 
on all connectors. Check the manufacturer's manual for proper wire color codes.  

Verify that the installers are informed of the proper installation procedures in order to reduce 
loose connections. If the installers are provided with adjustable torque screwdrivers, then the 
chances of loose or over-tightened screw connections can be minimized.   

4.2.4 Noise problems 

RS-485, being a differential type of circuit, is resistant to common mode noise. There are five ways 
that noise can be induced into an RS-485 circuit: 
 

• Induced noise on the A/B lines 

• Common mode voltage problems 

• Reflections 

• Unbalancing the line 

• Incorrect shielding 

4.2.4.1 Induced noise 

Because the output of the receiver is the difference of the voltages on the A/B lines, the noise 
voltage induced on the two lines must be different if it is to affect the receiver’s output signal. This 
makes RS-485 very tolerant to noise. However, the communications will fail if the voltage level of 
the noise on either or both lines is outside of the maximum RS-485 specification. The presence of 
severe noise can be detected by comparing the data communication being transmitted out of one 
end with the received communication at the other end (assuming no broken wire.) If the data at the 
receiving end is different from that transmitted at the opposite end, then the noise on that wire may 
be the problem. In this case it may be best to move the RS-485 line or the offending noise source 
away from each other. 

Excessive noise is often due to the close proximity of power cables. Another possible noise 
problem could be caused by an incorrectly installed grounding system for the cable shield. 
Installation standards should be followed when the RS-485 pairs are installed close to other wires 
and cables. Some manufacturers suggest biasing resisters to limit noise on the line while others 
dissuade the use of bias resistors completely. Again, the procedure is to follow the manufacturer’s 
recommendations. Having said that, it is usually found that biasing resisters are of minimal value, 
and that there are much better methods of reducing noise in an RS-485 system.  

4.2.4.2 Common mode noise 

Common mode noise problems are usually caused by a changing ground level. The ground level 
can change when a high current device is turned on or off. This large current draw causes the 
ground level as referenced to the A and B lines to rise or decrease. If the voltages on the A or B 
line are raised or lowered outside of the minimum or maximum level as defined by the 
manufacturer specifications, it can prohibit the line receiver from operating correctly. This can 
cause a device to float in and out of service. Often, if the common mode voltage gets high enough, 
it can cause the module or device to be damaged. This voltage can be measured using a differential 
measurement device such as a hand-held digital voltmeter. The voltage between A and ground, and 
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then between B to ground, is measured. If the voltage is outside of the specifications then resistors 
of values between 100K ohm and 200K ohm are placed between A and ground, and B and ground. 
It is best to start with the larger value resistor and then verify the common mode voltage. If it is still 
too high, try a lower resistor value and re-check the voltage. At idle the voltage on the A line 
should be close to 0 and the B line should be between 2 and 6 volts.  It is not uncommon for a 
manufacturer to specify maximum common voltage values of +12V and -7V volts, but it is best to 
have a system that is not near these levels. It is important to follow the manufacturer’s 
recommendations for the common mode voltage resistor value, if used at all. 
 
 

 

Figure 4.8 
Common mode resistors 

Note: When using bias resistors, neither the A nor the B line on the RS-485 system should ever 
be raised higher than +12V or lower than -7V. Most RS-485 driver chips will fail if this happens. It 
is important to follow the manufacturer recommendations for bias resistor values if and when they 
are used. 

4.2.4.3 Reflections or ringing 

Reflections are caused by the signal reflecting off the end of the wire and corrupting the signal. It 
can be detected by placing a balanced ungrounded oscilloscope across the A and B lines. The 
signal will show ringing superimposed on the square wave.  A termination resistor of typically 120 
ohms is placed at each end of the line to reduce reflections. This is more important at higher speeds 
and longer distances.  

V+

V-

t

 

Figure 4.9 
Ringing on an RS-485 signal 
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4.2.4.4 Unbalancing the line 

Unbalancing the line does not actually induce noise, but it does make the lines more susceptible to 
noise. A line that is balanced will have a ballpark balance between the capacitance and inductance 
on it. If this balance is disrupted, the lines then become affected by noise more easily. There are a 
few ways most RS-485 lines become unbalanced:  
 

• Using a star topology 

• Using a ‘tee’ topology 

• Using unbalanced cable 

• Damaged transmitter or receiver 
 

There should, ideally, be no stars or tees in the RS-485 wiring. If another device is to be added in 
the middle, a two-pair cable should be run out and back from the device. The typical RS-485 
system would have a topology like the following: 

 

 

Figure 4.10 
RS-485 wiring 

 

Figure 4.11 
Creating a ‘tee’ on an RS-485 bus 
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The distance between the end of the shield and the connection in the device should be no more 
than 10 mm or 1/2 inch. The end of the wires should be stripped only far enough to fit all the way 
into the connector, with no exposed wire outside the connector. The wire should be twisted tightly 
before insertion into the screw connector. Often, installers will strip the shield from the wire and 
connect the shields together at the bottom of the cabinet. This is incorrect, as there would be 
between one to two meters of exposed cable from the terminal block at the bottom of the cabinet to 
the device at the top. This exposed cable will invariably receive noise from other devices in the 
cabinet. The pair of wires should be brought right up to the device and stripped as mentioned 
above.  

4.2.4.5 Shielding 

The choices of shielding for an RS-485 installation are: 

• Braided 

• Foil (with drain wire) 

• Armored 
 

From a practical point of view, the difference in the degree of noise reduction difference between 
the first two is minimal. Both the braided and the foil will provide the same level of protection 
against capacitive noise. The third choice, armored cable, has the distinction of protecting against 
magnetically induced noise. Armored cable is much more expensive than the first two and 
therefore the braided and foil types of cable are more popular. For most installers, it is a matter of 
personal choice when deciding to use either braided or foil shielded wire.  

With the braided shield, it is possible to pick the A and B wires between the braids of the shield 
without breaking the shield. If this method is not used, then the shields of the two wires should be 
soldered or crimped together. A separate wire should be run from the shield at the device down to 
the ground strip in the bottom of the cabinet, but only one per bus. It is incorrect, in most cases, to 
connect the shield to ground in each cabinet, especially if there are long distances between 
cabinets.  

4.2.5 Test equipment 

When testing or troubleshooting an RS-485 system, it is important to use the right test equipment. 
Unfortunately, there is very little in generic test equipment specifically designed for RS-485 
testing.  The most commonly used are the multi-meter, oscilloscope and protocol analyzer. It is 
important to remember that both of these types of test equipment must have floating differential 
inputs. The standard oscilloscope or multi-meter each has their specific uses in troubleshooting an 
RS-485 system.  

4.2.5.1 Multi-meter  

The multi-meter has three basic functions in troubleshooting or testing an RS-485 system: 
 

• Continuity verification 

• Idle voltage measurement 

• Common mode voltage measurement 

Continuity verification 

The multi-meter can be used before start-up to check that the lines are not shorted or open.  
This is done as follows: 
 

1. Verify that the power is off 
2. Verify that the cable is disconnected from the equipment 
3. Verify that the cable is connected for the complete distance 
4. Place the multi-meter in the continuity check mode 
5. Measure the continuity between the A and B lines 
6. Verify that it is open 
7. Short the A and B at the end of the line 
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8. Verify that the lines are now shorted 

9. Un-short the lines when satisfied that the lines are correct   
 

If the lines are internally shorted before they are manually shorted as above, then check to see if 
an A line is connected to a B line. In most installations the A line is kept as one color wire and the 
B is kept as another. This procedure prevents the wires from inadvertently being transposed. 

The multi-meter is also used to measure the idle and common mode voltages between the lines.  

 Idle voltage measurement 

At idle the master usually puts out a logical ‘1’ and this can be read at any station in the system. It 
is read between the A and B lines and is usually somewhere between -1,5V and –5V (A with 
respect to B). If a positive voltage is measured, it is possible that the leads on the multi-meter need 
to be reversed. The procedure for measuring the idle voltage is as follows: 
 

1. Verify that the power is on 
2. Verify that all stations are connected 
3. Verify that the master is not polling 
4. Measure the voltage difference between the A and B lines starting at the master 
5. Verify and record the idle voltage at each station 

 
If the voltage is zero, then disconnect the master from the system and check the output of the 

master alone. If there is idle voltage at the master, then plug in each station one at a time until the 
voltage drops to or near zero. The last station probably has a problem.  

 Common mode voltage measurement 

Common mode voltage is measured at each station, including the master. It is measured from each 
of the A and B lines to ground. The purpose of the measurement is to check if the common mode 
voltage is getting close to maximum tolerance. It is important therefore to know what the maximum 
common mode voltage is for the system. In most cases, it is +12 and –7 volts. A procedure for 
measuring the common mode voltage is: 
 

1. Verify that the system is powered up 
2. Measure and record the voltage between A and ground, and B and  

ground, at each station 
3. Verify that voltages are within the specified limits as set by the manufacturer 

 
If the voltages are near or out of tolerance, then either contact the manufacturer or install resistors 

between each line to ground at the station that has the problem. It is usually best to start with a high 
value such as 200k ohms and then go lower as needed. Both resistors should be of the same value.  

4.2.5.2 Oscilloscope 

 Oscilloscopes are used for: 

1. Noise identification 
2. Ringing 
3. Data transfer 

 Noise identification 

Although the oscilloscope is not the best device for noise measurement, it is good for detection of 
some types of noise. The reason the oscilloscope is not that good at noise detection is that it is a 
two-dimensional voltmeter; whereas the effect of the noise is seen in the ratio of the power of a 
signal vs the power of the noise. Having said that, the oscilloscope is useful for observing constant-
frequency noise. This can be a signal such as 50/60 hertz hum, motor-induced noise or relays 
clicking on and off. The oscilloscope will not show intermittent noise, high-frequency radio waves 
or the power ratio of the noise vs. the signal.    
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 Ringing 

Ringing is caused by the reflection of signals at the end of the wires. It is more problematic at 
higher baud rate signals and on longer lines. The oscilloscope will show this ringing as a distorted 
square wave. As mentioned before, the ‘fix’ for ringing is a termination resistor at each end of the 
line. Testing the line for ringing can be done using a two-channel oscilloscope in differential (A-B) 
mode as follows: 
 

 

1. Connect the probes of the oscilloscope to the A and B lines. Do NOT use a single 
channel oscilloscope, connecting the ground clip to one of the wires as this will short 
that wire to ground and prevent the system from operating  

2. Set up the oscilloscope for a vertical level of around 2 volts per division 
3. Set up the oscilloscope for a horizontal level that will show one square wave of the 

signal per division 
4. Use an RS-485 driver chip with a TTL signal generator at the appropriate baud rate. 

Data can be generated by allowing the master to poll, but because of the intermittent 
nature of the signal, the oscilloscope will not be able to trigger. In this case a storage 
oscilloscope will be useful 

5. Check to see if the waveform is distorted  

 Data transfer 

Another use for the oscilloscope is to verify that data is being transferred. This is done using the 
same method as described for observing ringing, and by getting the master to send data to a slave 
device. The only difference is the adjustment of the horizontal level. It is adjusted so that the screen 
shows complete packets. Although this is interesting, it is of limited value unless noise is noted or 
some other aberration is displayed. 

4.2.5.3 Protocol analyzer 

The protocol analyzer is a very useful tool for checking the actual packet information. Protocol 
analyzers come in two varieties, namely hardware and software. Hardware protocol analyzers are 
very versatile and can monitor, log and interpret many types of protocols. When the analyzer is 
hooked up to the RS-485 system, many problems can be displayed such as: 
 

• Wrong baud rates 

• Bad data 

• The effects of noise 

• Incorrect timing 

• Protocol problems 
 

The main problem with a hardware protocol analyzer is the cost and the relatively rare use of it. 
The devices can cost from US$5000 to US$10000 and are often used only once or twice a year. 
A software protocol analyzer, on the other hand, is cheap and has most of the features of the 
hardware type. It is a program that sits on a normal PC and logs data being transmitted down the 
serial link. The software protocol analyzer can see and log most of the problems a hardware type 
can.   

  
 The following procedure can be used to analyze the data stream: 

 
1. Verify that the system is on and the master is polling 
2. Set up the protocol analyzer for the correct baud rate and other system parameters 
3. Connect the protocol analyzer in parallel with the communication bus 
4. Log the data and analyze the problem 
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4.2.6 Summary 

 Installation 

• Are the connections correctly made? 

• What is the speed of the communications? 

• What is the distance between the equipment? 

• Is it a noisy environment? 

• Is the software set up correctly? 

• Are there any tees or stars in the bus? 

 Troubleshooting new and old systems 

• Verify that there is power to the equipment 

• Verify that the connectors are not loose  

• Verify that the wires are correctly connected 

• Check that a part, board or module has not visibly failed  

 Mechanical problems on new systems 

• Keep the wires short, if possible 

• Stranded wire should be used instead of solid wire (stranded wire will flex) 

• Only one wire should be soldered to each pin of the connector  

• Bare wire should not be showing outside of the connector pins 

• The back shell should reliably and properly secure the wire 

 Setup problems on new systems 

• Is the software communications set up identically at both ends (e.g. 8N1)? 

• Is the baud rate the same for both devices? 

• Is the software set up at both ends for binary, hex or ASCII data transfer? 

• Is the software set up for the proper type of control? 

 Noise problems on new systems 

• Induced noise on the A or B lines? 

• Common mode voltage noise? 

• Reflection or ringing? 
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