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This professional development course is 
designed for engineers and technicians 
who need practical knowledge in the 
design and troubleshooting of Industrial 
Ethernet networks, as well as the 
selection, installation, and configuration 
of components such as routers and 
switches.

This course deals in depth with the underlying TCP/IP 
protocols, and specifically addresses both design and 
configuration issues related to IPv4 and the more recent 
IPv6.

It also covers the more advanced aspects and applications 
of Ethernet such as advanced switching and routing, 
CCTV over IP, Modbus, Industrial Security, Intrinsically 
Safe applications, switched rings (including the latest 
IEC 62439-3 redundant ring standard), and highly-
deterministic Ethernet-based field buses (e.g., for servo 
control) capable of 1-millisecond repetition rates and jitter 
of less than 1 microsecond. 

It is highly practical, with access to remote laboratories 
and cutting-edge simulation software, allowing you to 
achieve hands-on outcomes. 

Instructor

Deon Reynders is an electronics engineer with over 40 
years postgraduate experience encompassing middle 
management, engineering consulting, management 
consulting, hardware and software development, systems 
engineering, project management, marketing, and 
industrial relations.

Course Overview

Specifications

Campus Online

Duration 3 Months

EIT Course Code CAV

Time Commitment
You are expected to spend approximately 5-8 
hours per week learning the course content. This 
includes attending fortnightly webinars that run 
for about 90 minutes to facilitate class discussion 
and allow you to ask questions. This professional 
development program is delivered online and has 
been designed to fit around full-time work.

The course is composed of 12 modules, covering the design and 
troubleshooting of Industrial Ethernet networks, as well as the selection, 
installation, and configuration of components such as routers and switches.

Program Structure

Certification
To obtain a certificate of completion, students 
must achieve a 65% attendance rate at the live, 
online fortnightly webinars. Detailed summaries/
notes can be submitted in lieu of attendance.  In 
addition, students must obtain a mark of 60% in 
the set assignments which could take the form of 
written assignments and practical assignments. 
Students must also obtain a mark of 100% 
in quizzes. If a student does not achieve the 
required score, they will be given an opportunity 
to resubmit the assignment to obtain the required 
score.

The instructor was a great 
presenter and explained things in 
a really easy to understand way.

“ “

D Sullivan
EIT Student

Module 1: Network Interface Layer: 
Ethernet

Module 2: Network Layer Protocols: 
IPV4

Module 3: Network Layer 
Protocols: IPV6

 › Frame structure and MAC 
addresses

 › Bluebook (V2) vs. IEEE 802.3
 › Variants (10 M bps Ethernet, 

Fast Ethernet, GbE, 10GbE, 
100GbE)

 › Industrial Ethernet
 › Intrinsically safe (Ex) Ethernet
 › Power over Ethernet (PoE) (IEEE 

802.3af, IEEE 802.11at)
 › Point-to-Point Protocol over 

Ethernet (PPPoE)

 › Datagram structure and protocol 
header

 › Address structure and classes
 › Subnet mask and default gateway
 › Private addressing schemes
 › ARP and ICMP

 › Datagram structure, protocol 
header, and header extensions

 › Address structure: multicast, 
unicast and anycast addresses

 › Address scope
 › ICMPv6

Module 4: Host-to-Host and 
Application Layer Protocols Module 5: Switching Module 6: Advanced Switching

 › Connectionless vs. Connection-
oriented communication

 › Ports and sockets
 › TCP operation, connections, 

header structure
 › UDP operation, header structure
 › HTTP and FTP
 › DNS and DynDNS
 › SNMP
 › DHCP, BootP and APIPA

 › Mechanics of switching
 › Hubs vs. switches
 › Bridging vs. switching
 › Managed vs. unmanaged switches
 › L2 vs. L3 switching
 › Spanning Tree protocols (STP, R 

STP, M STP, SPB)

 › VLANs and port prioritization 
(IEEE 802.1p/Q)

 › QoS and DiffServ
 › Switch rings and associated 

protocols
 › Parallel Redundancy Protocol 

(IEC 62439-3)
 › Port-based authentication (IEEE 

802.1X)
 › Link aggregation/trunking 

(Etherchannel, IEEE 802.3ad)

Module 7: Routing Module 8: Advanced Routing Module 9: CCTV Over IP

 › Mechanics of routing
 › VLSM and CIDR
 › Subnetting
 › Virtual mapping (NAT) and 

masquerading
 › Port forwarding

 › Autonomous Systems (ASSs)
 › Routing metrics
 › Interior Gateway Protocols (RIPv2, 

EIGRP, IS-IS, O SPF)
 › Exterior Gateway Protocols 

(BGPv4)
 › Multi-Protocol Label Switching 

(MPLS)

 › Analog vs. IP cameras
 › Compression (JPEG, M PEG4, 

H.264)
 › Bandwidth requirements
 › LAN/WAN infrastructure

Module 10: Ethernet in Industrial 
Applications Module 11: Security Module 12: Wireless

 › Modbus serial over Ethernet
 › Modbus/TCP
 › OPC
 › Ethernet-based Fieldbuses: 

- CC-Link IE 
- EtherCAT 
- Ethernet/IP 
- EPL

 › Access Control Lists (ACLs)
 › MAC address, port, and protocol 

filtering
 › Stateful Packet Inspection (SPI)
 › VPNs (IPSec and VTUN)
 › Authentication: IEEE 802.1x/EAP, 

LEPS
 › Security Data Sheets (SDSs)
 › Encryption: AES, TKIP
 › Secure Shell (SSH) tunneling
 › Firewalls
 › DoS (Denial of Service) protection

 › Wireless Ethernet backhauls
 › Ethernet modems for PtP and 

PtMP applications
 › IEEE 802.11: Industrial WLANs
 › IEEE 802.15.4: Industrial mesh 

networks
 › Authentication: IEEE 802.11i 

(WEP, WPA, WPA2)

https://www.eit.edu.au/instructor_stories/deon-reynders/
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As an online student, you 
will benefit from EIT’s unique 
personalized synchronous delivery 
methodology that encourages 
you to advance your knowledge 
while balancing life and work 
commitments.

The EIT Online
Learning Experience

Dedicated Learning Support Officers 
 
EIT students are supported by dedicated Learning Support 
Officers (LSOs) for the duration of their studies. The LSO 
team provide individualized support to each student based 
on their personal course requirements, enabling our students 
a greater chance of succeeding. 

If you choose to study a professional certificate, vocational 
graduate certificate, diploma, or advanced diploma, one 
person is dedicated to you for the duration of your studies. 
Students studying our higher education programs will have a 
committed LSO for each unit of study.

Remote and Virtual Labs 
 
Our lab hosting platform connects you to remote and virtual 
labs in real-time. Once connected, you will have access 
to a wide range of engineering software and connected 
hardware, which will be used in practical assessments.

Remote Labs

Electromeet connects you to hands-on remote labs in which 
you control physical equipment and sensors equivalent to 
the traditional university engineering lab. The practicals 
are interactive, controllable, variable, and viewable over 
webcams in real-time.

Virtual Labs

Electromeet hosts simulation software for a multitude of 
engineering applications, including modeling and analysis, 
science education, programming, power network design, 
construct models, design and drafting, industrial process 
control, and virtual plant field operations.

“Studying online with EIT made me manage my 
life in a great way. I can enjoy work life, family 

time, and study at the same time.”

Ishmael Muumbe

Engaging and 
Interactive

“As a LSO I love supporting our students on their learning 
journey and ensuring their experience with EIT is a positive 

and rewarding one.”

Emily Levy 
EIT Learning Support Officer

Live and Interactive Tutorials

Students participate in live interactive tutorials with lecturers 
and other students. You are not simply given recorded videos 
to watch on your own.

Tutorials are live, interactive sessions conducted over 
the Internet using advanced web-conferencing software. 
Students join the lecturer and other participants from around 
the world in an online ‘virtual classroom.’ You are able to 
watch a presentation and communicate with the lecturer 
and other students in real-time with audio, a chatbox, and a 
variety of other interactive activities.

These tutorials will help to keep you motivated and engaged 
throughout the duration of the program. They usually 
last between 60 and 90 minutes, depending on student 
interaction.

Flexibility

Dates and times of live tutorials are communicated to 
students when they are enrolled onto their units in the 
learning management system for the upcoming study period. 
We endeavor to provide dates and times of live tutorials for 
students in various timezones, so that students can attend.

All live webinars are recorded and made available to students 
through our Learning Management System to watch as 
often as desired. Student attendance to the live webinars is 
monitored by our dedicated Learning Support Officers who 
also audit the session and the lecturers or instructors to 
ensure proper delivery.

eLibrary

We pride ourselves on providing you with quality learning 
resources.  All teaching materials are delivered via our 
learning management system, Moodle, including lecture 
and tutorial slides, and a comprehensive reading list.  We 
also provide access to an extensive online eLibrary and 
a wide range of engineering-focused library collections, 
including over 160 technical engineering manuals.

The eLibrary also contains additional information to 
support students, including referencing guidelines, links 
and guides to open-access resources, and thesis papers 
written by our master’s graduates.
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FIND OUT MORE AT WWW.EIT.EDU.AU
The information contained in this publication is accurate and current at the date of publishing (May 2021).
For the most up-to-date information, please visit our website: www.eit.edu.au

Ready to apply?
To apply, please fill out the form on the course page and 
one of our experienced Course Advisors will guide you 
through the application process. 

Alternatively you can contact your nearest EIT office by 
telephone, please see our website for international EIT 
Office contact details. 

Entry Requirements 

There are no formal entry requirements for this course. 

These courses are aimed at those working in industry in 
technical positions who want to upskill or cross-skill in a 
particular field.
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Important Dates 

Please ensure you book your place at least one week 
before the start date of the program

Group Training

All our short courses can be delivered as group courses, 
which can be shortened, lengthened, or presented in a 
classroom. These courses are perfect for in-company/in-
house training and can be fully-tailored. 

For a summary of cost savings, delivery options and a full list 
of topics please email training@eit.edu.au

https://www.eit.edu.au/courses/professional-certificate-of-competency-advanced-tcp-ip-based-industrial-networking/
https://www.eit.edu.au/contact/

