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3 

Overview of TCP/IP 

3.1 Overview 
The Internet is a collection of networks both public and private. The private networks 
include the Local Area Networks (LANs), Metropolitan Area Networks (MANs) and 
Wide Area Networks (WANs) of various institutes, corporations, businesses, government 
agencies etc. The public networks include those of numerous Internet Service Providers 
(ISPs). The private and public networks communicate by using the Internet Protocol (IP). 
 
Most networks are organized as a series of layers or levels, each one built upon the one 
below it. This reduces the design complexity as each layer serves a specific function. 
There are two important network architectures, the OSI reference model and the TCP/IP 
reference model. 

3.2 The OSI reference model 
This model is based on a proposal developed by the International Standards Organization 
(ISO). The model is called the Open System Interconnection (OSI) reference model, 
because it deals with connecting open systems, which are open for communication with 
other systems. The OSI model has seven layers as per illustration below (see Figure 3.1). 
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       Units                           
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

Figure 3.1 
OSI model 

3.2.1 Physical layer 
It includes the physical media used to carry the information such as cables or connectors. 
It also includes the coding and modulation schemes that are used to represent the actual 1 
and 0. The interfaces may be RS-232 or may be V.35. 

3.2.2 Data link layer 
It enables the transport of information over a single link. It packages the information into 
frames, transmit the frames sequentially. It also includes functions for error detection, 
error correction and retransmission. Examples are FDDI, Ethernet, and E1 etc. 

3.2.3 Network layer 
It provides functions for routing traffic through a network from source to destination. It is 
also concerned with controlling congestion in the network. 

3.2.4 Transport layer 
It provides end-to-end connectivity between host applications. It segments data received 
from session layer applications for transport on the network. In order to regulate traffic at 
slow host, it also provides flow control. Examples are TCP, UDP, and SPX. 
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Layer2       Data Link Layer 

Layer 1      Physical Layer 
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3.2.5 Session layer  
It defines how to start, control and end conversations (called sessions). The session layer 
establishes, manages, and terminates communication sessions. This also manages 
dialogue control. Sessions can allow traffic to go in both directions at the same time or in 
only one direction at a time. Examples are RPC, Net BIOS. 

3.2.6 Presentation layer 
It specifies the language to be used between applications. It also defines data formats such 
as ASCII text , EBCDIC text ,binary , BCD and JPEG. It includes the encoding to be used 
for the various pieces of information (whether certain pieces of information are coded as 
ASCII or binary). It also provides functions such as conversion, compression and 
encryption. 

3.2.7 Application layer 
It provides an interface to the user. The examples are FTP, NFS, and Network Equalizer 
etc. 

3.3 TCP/IP protocol suite 
The TCP/IP protocol suite uses only four layers. The   OSI   model is only a reference 
model and it is TCP/IP protocol suite that is used widely (see Table 3.1).  

 
Layer 4   Process/ Application and Services 
Layer 3   Host-to-Host Layer 
Layer 2   Internet Layer 
Layer 1   Network Interface Layer 

Table 3.1 
TCP/IP protocol 

Internet is defined as the collection of networks. There are mainly three types of 
networks: 

3.4 LANs (Local area networks) 
They are privately owned networks also called as campus networks and are with in a 
single building or campus. They are widely used to connect personal computers and 
workstations in company offices. Some LAN technologies are: 

• Ethernet / IEEE 802.3. 
• Fast Ethernet. 
• Gigabit Ethernet. 
• Token ring. 
• Fiber Distributed Data Interface (FDDI). 

 
 The first four are IEEE standards and last one is ANSI standard. 

1. MANs (Metropolitan Area networks)- These kinds of networks 
normally connect finance institutes, business offices in a city area. 
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2. WANs (Wide Area Networks)- These networks normally cover a wide 
geographical area, often a country or a continent. The WAN topologies 
are normally point to point links. 

3.4.1 Ethernet/ IEEE 802.3 technology  
It is by far the most popular and simplest of LAN technologies. IEEE has standardized it. 
In 1985, the computer society of IEEE started a project to set standards to enable 
communication between equipment from a variety of manufacturers. This project covers 
the first two layers of the OSI model and part of third layer. The data link layer is split in 
to two different sub layers: Logical Link Layer and Media Access control. The IEEE 
project defined various functions, these along with IEEE standards are depicted below in 
Figure 3.2. 

 
Other Layers 
802.1   Interworking 

 

 
    IEEE 802 hierarchy      OSI Model 

Figure 3.2 
IEEE 802 hierarchy 

IEEE 802.3 supports a LAN standard originally developed by Xerox and later extended 
support by DEC, INTEL and Xerox. This was called Ethernet.  

3.4.2 Ethernet/ IEEE 802.3 operation 
Ethernet is a logical bus technology, and all devices communicate over a common 
communication channel. In the bus topology only one device can communicate at any 
given time, and all other devices receive the communication.  The communication is in 
the form of binary bits that make up a frame. Here a little bit of history – Ethernet is a 
baseband LAN specification invented by Xerox Corporation that and it operates at 10 
Mbps using CSMA/CD, and it runs over coaxial cable. Ethernet Version 2 was jointly 
developed by Digital Equipment Corporation, Intel Corporation and Xerox Corporation. 
IEEE in 1980 releases IEEE 802.3 standard. The Ethernet V.2  / IEEE 802.3 frame format 
is as under (see Table 3.2): 

802.1   Logical Link Control 

802.3 
CSMA/CD 

802.4 
Token 
Bus

802.5 
Token 
Ring 

Other Layers 
 
Network Layer 
 
Data Link  
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Preamble 
7 Bytes 

Start of 
Frame 
Sequence 
1 Byte 

Source 
MAC 
Address 
6 Bytes 

Destination 
MAC 
Address  
6 Bytes 

Length / 
Type 
2 Bytes 

Data/802.2 
Header 
and Data 
46 to 1500 
Bytes  

Frame 
Check 
sequence 
4 Bytes 

Interframe 
Gap  (12 
Bytes) * 

* Not part of Frame 

Table 3.2 
IEEE802.3 /Ethernet V.2 format 

Preamble 
An alternating 1, 0 pattern provides a 5 MHz clock (for 10 Mbps Ethernet) at the start of 
each packet, which allows the receiving device to lock to the incoming bit stream. 

Start of frame sequence 
This one byte field (10101011) of the 802.3 frame signal signals the beginning of the 
frame. 

Destination address  
This 48 bit field contains the physical address of the packets destination. The DA can be 
an individual address, a multicast (that is addressed to a group of nodes) or a broadcast 
MAC address.  

Source address 
This 48 bit field contains the physical address is used to identify the transmitting device. 

Type (Ethernet V.2) 
A 2 Byte field that represents upper layer protocol to receive the data after Ethernet 
processing is completed.  

Length (IEEE 802.3) 
It uses length field in place of type field. The length indicates the number of bytes of data 
that follows this field. It uses 802.2 LLC among multiple clients. 

Data (Ethernet V.2) 
After physical –layer and link-layer processing is complete, the data contained in the 
frame is sent to an upper-layer protocol, which is identified in the type field. Unlike IEEE 
802.3 Ethernet Version 2 does not specify any padding, however it expects at least 46 
bytes of data. 

Data (Ethernet V.2) 
After physical –layer and link-layer processing is complete, the data contained in the 
frame is sent to an upper-layer protocol. If the data in the frame is insufficient to fill up 
minimum 64 byte in the frame, padding bytes are inserted to ensure at least 64-byte 
frame.  The 802.2 header field consists of one byte of   destination Service Access Point 
(DSAP) field and one byte of   destination Service Access Point (SSAP) field and one to 
two bytes of control field.. In IEEE 802.3 with SNAP implementation, an extra header 
called Subnetwork Access protocol  (SNAP) of two-byte length is included and it is used 
to identify the protocol type field. This has been done to accommodate a growing number 
of protocols. 
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Interframe gap (IFG) 
Ethernet devices must allow minimum idle period between transmission of frames known 
as the Interframe gap (IFG). It provides a brief recovery time between frames to allow 
devices to prepare for reception of next frame. The minimum Interframe gap (IFG) is 12 
Bytes (96 bits), which is 9.6 microseconds for 10 Mbps Ethernet, 960 nanoseconds for 
100 Mbps Ethernet and 96 nanoseconds for 1Gbps Ethernet. 

Frame check sequence 
A Four byte Field that contains a Cyclic Redundancy Check (CRC) to check whether the 
frame reaches the destination without errors. 
 
As Ethernet is a layer 2 device and the lower layer is physical layer and the upper layer is 
data link layer. The data link layer is divided into two-sub layers (see Figure 3.3). 

 
Data Link Layer 

Physical Layer 

Figure 3.3 
Sub-layers of a data link 

Media access control sub-layer 
Every device in a network is identified by a 48 bit physical address. This 48-bit address is 
burnt in a card called Network Interface Card (NIC). This card is placed in a device in the 
network. This 48-bit address is called MAC address. Every device that wants to be 
networked must have this NIC. The field format of MAC address is as seen in Figure 3.4. 

 
             24 Bits                                                                                       24 Bits                  
 

Organizationally Unique 
Identifier (Assigned By IEEE) 

Vendor Assigned 

Figure 3.4 
Field format of a MAC address 

Unicast address 
 This address is provided in Hexadecimal Format. 

Broadcast address 
 It consists of all 1s in binary and is represented as FF-FF-FF-FF-FF-FF. 

Multicast address 
 It always has a one as the first bit.01-80-C2-00-00-00. 

Protocol data unit  
 Data unit at the LLC level is called PDU. 

Logical link control sub-layer 
It is responsible for identifying network layer protocols and then encapsulating them. As 
MAC layer communicates with the same layer and the LLC layer communicates with 

LLC 802.2 
MAC 802.3 
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upper layer protocol, a concept of Service Access Point Is defined. Logical Link Control 
Header format is as seen in Table 3.3. 

 
Destination 
Service Access 
Point (DSAP) 
1 byte 

 Source Service 
Access Point 
(SSAP) 
1 byte 

Control Vendor Code 
(3 Byte) 

Type 
(1 Byte) 

Table 3.3 
Logical link control sub-layer 

Ethernet physical layer 
There are various types of communication media that can be used for Ethernet 
implementation IEEE 802 hierarchy station. The different types of Ethernet are as seen in 
Table 3.4. 

 
Characteristics                                  IEEE 802.3 Values 
 10 Base T 10Base FL 100 Base 

Tx 
100 Base 
Fx 

1000 
Base Sx 

1000 Base 
Lx 

Total Devices 
per segment 

1024 2 1024 1024 1024 1024 

Maximum 
segment 
length in 
meters 

100 400 with 
Multi Mode 
Fiber and 
2000 with 
Single Mode 
Fiber 

100 400 with 
Multi 
Mode Fiber 

260 with 
Multi 
Mode 
Fiber 

3000 to 
10,000 
meter with 
Single 
Mode Fiber 

Media Type Unshielded 
Twisted Pair 
CAT 3,4,or 5 

Fiber Optics Unshielded 
Twisted 
Pair CAT 
3,4,or 5 

Fiber 
Optics 

Multi 
Mode 
Fiber 

 
Single 
Mode Fiber 

Table 3.4 
Ethernet physical layer 

Coming back to the working of Ethernet, as in an Ethernet there is a single logical bus, 
which is shared by all the devices or nodes, connected to it, chances of more than one 
device accessing the media are there. If more than one device accesses the shared media 
then collision will occur affecting the performance of Ethernet. A protocol has been 
developed by IEEE called as CSMA / CD (IEEE 802.3), Carrier Sense Multi-access with 
collision Detection to regulate and organize traffic in the Ethernet. This topology with 
shared media and shared access is called a collision domain. 
 
As a signal travels down a bus it suffers attenuation, as a result maximum length of a 
segment in case of 10 BaseT is 100 meters. In order to increase the length of Ethernet 
segment, repeaters are used to regenerate the signal. Another physical device to increase 
the length of the segment is a hub. A hub provides different ports for connecting various 
devices. A repeater or hub provides a dedicated media but bandwidth still remains the 
same. However this approach does not split the collision domain. 
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In order to segregate or separate collision domain another physical device called a bridge 
or Switch is used. A bridge or switch divides a LAN into various segments or collision 
domains. 

 
 Whenever a bridge receives a packet it performs three basic functions: 

• Address Learning. 
• Forwarding / Filtering. 
• Loop Avoidance. 

 
A switch is similar to a bridge except that wherein a bridge uses software to create and 
manage a filter table, switches are hardware-based devices, as they use application 
Specific Integrated Circuits (ASICs) to build and maintain filtering table. The fallout is 
that switches are faster then bridges. Bridging Vs LAN Switching- 

• Bridges are software-based devices, while switches are hardware-based 
devices. 

• Switches have higher number of ports in comparison to a bridge. 
• Both bridges and switches forward layer-2 broadcast data. 
• Both bridges and switches make forwarding decisions based on Layer 2 

addresses. 

3.5 Internet protocol  
IP is a protocol that operates at layer three i.e. at network layer and it is used for routing 
packets through a network and it is used for routing packets through a network from 
source to destination. A packet of data called datagram is equipped with an IP header that 
contains apart from other information the source and destination address. These addresses 
are 32 bit addresses and are called IP addresses. The data packets with the IP header are 
known as IP data gram. The router uses the information in the header to route the 
datagram to its destination (see Figure 3.5). 

 
                                            20-65,536 Bytes 
 

Header 20-60 
Bytes 

Data (Variable Length) 
 

                                     IP Datagram 
Version 
4 Bits 

Header 
Length 
4 Bits 

Type Of Service 
8 Bits 

Total Length 16 Bits 

Identification 13 bits 
 

Flags 
3 Bit 

Fragment Offset 13 Bits 
 

Time To Live 8 Bits Protocol 8 Bits Header Checksum 16 Bits 
                      Source IP Address    32 Bits 
                           Destination IP Address    32 Bits 
                                            Options 

Figure 3.5 
IP header 
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An IP datagram is a variable length packet with total length up to 65,536 bytes and it 
consists of two parts, Header and Data. The Header can consist of 20 to 60 Bytes. The 
various fields in the header are as under: 

Version 
It defines the version number of the IP. Most commonly used version is 4 (IPV4), with a 
binary value of 0100. 

Header length 
It defines length of header in multiple of four bytes. Since HLEN has 4 bits, that can 
represent value from 0 to 15 that gives a maximum value of 60 Bytes. 

Service type  
It defines how the datagram should be handled. It includes bit that define the priority of 
the datagram. It also contains bits that specify the type of service the sender desires such 
as the level of throughput, reliability and delay. 

Total length 
It defines the total length of the IP datagram (Header and Data). It is a two byte (16 bit) 
field therefore maximum length of IP Data gram can be 65,536 bytes. 

Identification 
It is used in case of fragmentation. A datagram, when passes through different networks 
may be divided into fragments to match the network frame size. When this happens, each 
fragment is identified with a sequence number in the field. 

Flags  
It deals with fragmentation. It identifies whether a datagram can be fragmented or not and 
if fragmented datagram can be first, middle or last segment. There are 2 flags . One (DF) 
is controlled by TCP and allows IP to fragment (or not), the second (MF) indicates 
whether a particular fragment is the last fragment sent or not. 

Fragmentation offset 
It is a pointer that shows the offset of data in the original datagram , to enable the 
destination to place the different pieces together correctly. 

Time to live 
It defines the number of hops a datagram can travel before being discarded. The source 
host at the time of creating the datagram sets this field to an initial value. Then as the 
datagram travels through the Internet, router by router each router decrements this value 
by one and if this value becomes zero before a datagram reaches its destination then the 
datagram is discarded. This prevents a datagram from going into loop. 

Protocol 
This field defines which upper layer protocol data are encapsulated in the datagram (TCP, 
UDP, EGP, IGRP, OSPF, ICMP etc). 

Destination address 
This field is a 4 byte (32 bit) field. It identifies the Final Destination address (IP address). 
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Source address 
 This field is a 4 byte (32 bit) field. It identifies the Source address (IP address). 

Options 
 This 32-bit field control routing, timing, management and alignment functions. 

3.6 IP addressing 
The physical addresses (MAC or NIC) identifies individual nodes in a Local Area 
Network.  However an IP address identifies the logical connection of a host to its 
network. 
 
Each Internet Protocol Address consists of four bytes (32 bits) defining three fields. The 
three fields are class types, network identity and host identity (see Figure 3.6). 

 
                                                 4 Bytes (32 bits) 
 

Class Type Network Identity Host Identity 

Figure 3.6 
Class types 

3.6.1 Internet classes 
 Total five classes are defined (see Figure 3.7): 
 
1. Class A- 
    Byte 1 (8 Bits)                                    Byte 2,3 and 4 (24 Bits ) 

     
0 Net ID Host ID  

                 2. Class B- 
                     Byte 1&2 (16 Bits)                             Byte 3&4 (16 Bits)                                                  

10 Net ID                 Host ID 
      

3. Class C- 
    Byte 1, 2 and 3 (24 Bits)                                                                  Byte 1 (8 Bits) 
 
110 Net ID Host ID 

     
4. Class D- 
  1110  Multicast Address 

     
5.Class E- 

Figure 3.7 
Five Internet classes   

11110 Reserved for Future Use 
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To make the 32-bit IP address shorter and easier to read, Internet addresses are usually 
written in decimal form with decimal points separating the bytes. The IP address ranges 
of different classes is as under- 

• Class A-0.0.0.0 to 127.255.255.255. (Number of Networks 128 and number of 
hosts 16.7 Million). 

• Class B-128.0.0.0 to 191.255.255.255. (Number of Networks 16,384 and 
number of hosts 65,354). 

• Class C-192.0.0.0 to 223.255.255.255 (Number of Networks 2,097,152 and 
number of hosts 254). 

• Class D-224.0.0.0 to 239.255.255.255. 

3.6.2 Subnet 
An IP address is a 32-bit address that is used to identify a network and its hosts. The 
Class A, B and C networks worked well in the initial days of Internet but the explosive 
growth of Internet owing to its popularity has created problems of fast depletion of IP 
address. To overcome this problem, concept of subnet is introduced. In this concept the 
network ID portion is kept intact and host id is split in two components subnet id and host 
id (see Figure 3.8). 

 
                                                                32 BITS 
             
 
 

Network ID Subnet ID Host ID 

Figure 3.8 
Subnet ID 

The concept of subnetting allows an organization the flexibility to create smaller 
networks with in a single large network, using the scarce IP resources more effectively. In 
case of Class B network, out of 16 host bits, one can divert anywhere between 2 and 14 
bits from the HostID to the NetID , for example 2 subnet bits give 4 subnets with 16382 
Host IDs each , 3 bits give 8 subnets with 8190 HostIDs each and so on.  In a similar 
manner Class A and Class C networks can also be subnetted. 

Subnet mask 
The subnet mask is used to hide or mask a portion of the IP address so that IP can 
determine which part of the IP address is the network ID and which part is the host ID. 
The subnet mask is a 32 bit binary value consisting of 1s and 0s. The 1s in the subnet 
mask represent the position that refers the network or subnet addresses and binary 0s 
represent the host address portion. 
 
Suppose a network with subnet addresses 128.11.1, 128.11.2 and 128.11.3 then the subnet 
mask will be: 

11111111    11111111     11111111   00000000. 
 
If a binary AND operation is performed between the mask and IP address host portion 
will be revealed. 
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There are three more protocols ARP, RARP and ICMP that are supported at network 
layer: 

3.6.3 Address resolution protocol (ARP) 
In a physical network such as LAN, each device is identified by a physical address (MAC 
Address) on the Network Interface Card (NIC). But every device as also associated with 
an IP address as well. ARP is used to find out the physical address of a node in a network 
when its Internet address is known. 

3.6.4 Reverse address resolution protocol (RARP) 
RARP allows a host to discover its Internet address when its physical address (MAC 
address) is known. 

3.6.5 Internet control message protocol (ICMP) 
ICMP is a mechanism that is used to test whether a destination is reachable and 
responding among many other functions. 

3.7 Transport layer 
This layer resides on the top of Network Layer (represented by Internet Protocol). The IP 
is responsible for delivering the Datagram from a source node to destination node. The 
transport layer residing between application layer and network layer is responsible fort 
packaging the information received from application layer and transferring it to the 
network layer for onward transmission. Transport layer supports two protocols- 

• User Datagram protocol. 
• Transmission Control Protocol. 

 
Before discussing TCP and UDP let us first discuss connection oriented networks and 
connection less networks. 

• In a connection –oriented network connection is first setup before any transfer 
of data takes place. Connection oriented networks can be packet switched or 
circuit switched. The examples are Asynchronous Transfer Mode (ATM) 
Frame Relay (FR), Synchronous Digital Hierarchy/Synchronous Optical 
Networking (SDH/SONET), Multi protocol Label Switching (MPLS) and 
Wavelength Division Multiplexing (WDM). 

•  In a connection less network, no connection set up is required prior to the 
data transmission.  

 
Another useful concept to discuss is the concept of ports (TCP/UDP)- The transport layer 
is concerned with application or processes coming up from upper layers. At the data link 
layer and network layers, specific nodes or interfaces where the application resides are 
defined by means of MAC or IP addresses, where in at transport layer source and 
destination processes are defined. The system although having only one address may have 
several applications running on to it simultaneously. The port numbers identifies these 
different applications. Consider for example different applications that are running at the 
same time in a computer, web browsing, and e-mail checking and file transfer. As each 
application use TCP as a transport protocol, how does the computer distinguish between 
data received for one application versus data received for another application. Therefore 
whenever a given application wishes to start a TCP session, a unique port number is 
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assigned to it, for that particular session. The port numbers use 16 bits that allow support 
of up to 65,356 ports. However there are certain well-defined ports from 0 to 1023 
reserved by IANA, for common applications. Some of the well-known port numbers are 
(see Table 3.5): 

 
Port Number Name Description 
7 ECHO Echo 
20 FTP-DATA File Transfer (Data) 
21 FTP File Transfer (Control) 
23 TELNET Telnet 
25 SMTP Simple Mail Transfer 
53 DOMAIN Domain Name Server 
69 TFTP Trivial File Transfer 

Table 3.5 
Port numbers and their assignees 

When the port number is combined with the IP address, it is called a socket. This value is 
unique throughout the Internet. A pair of sockets uniquely identifies each end point 
connection: 

Sending Socket= Source IP Address + source Port Number. 
Receiving Socket= Destination IP Address + Destination Port Number. 

3.8 Transmission control protocol (TCP) 
TCP is a reliable, connection-oriented port-to-port protocol. Connection- oriented means 
a connection must be established between the sender and receiver before either may 
transmit data. The data that are sent from upper layer protocol and when they arrive at the 
TCP layer, the bits of data are grouped into TCP segments. The TCP segment consists of 
the Data and a header. 

3.8.1 TCP connection establishment  
To use reliable transport services, TCP hosts must establish a connection-oriented 
connections with one another. Connection establishment is performed by using a "three-
way handshake" mechanism. A three-way handshake synchronizes both ends of a 
connection by allowing both sides to agree upon initial sequence numbers. This 
mechanism also guarantees that both sides are ready to transmit data and know that the 
other side is ready to transmit as well. This is necessary so that packets are not 
transmitted or retransmitted during session establishment or after session termination. 
Each host randomly chooses a sequence number used to track bytes within the stream it is 
sending and receiving. Then, the three-way handshake proceeds in the following manner: 
The first host (Host A) initiates a connection by sending a packet with the initial sequence 
number (X) and SYN bit set to indicate a connection request. The second (Host 
B) increments the sequence number and returns it as the acknowledgement numberX+1, 
at the same time setting the ACK flag. In the same header returned to Host A, Host B 
proposes its own initial sequence number Y, and sets the SYN flag as in indication that it 
wants to create a connection. Host A now increments Y and returns it to Host B as an 
acknowledgement number (Y+1), with the ACK flag set. Data transfer can now begin. 
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3.8.2 Positive acknowledgment and retransmission (PAR) 
A simple transport protocol might implement a reliability-and-flow-control technique 
where the source sends one packet, starts a timer, and waits for an acknowledgment 
before sending a new packet. If the acknowledgment is not received before the timer 
expires, the source retransmits the packet. Such a technique is called positive 
acknowledgment and retransmission (PAR). By assigning each packet a sequence 
number, PAR enables hosts to track lost or duplicate packets caused by network delays 
that result in premature retransmission. The sequence numbers are sent back in the 
acknowledgments so that the acknowledgments can be tracked. PAR is an inefficient use 
of bandwidth, however, because a host must wait for an acknowledgment before sending 
a new packet, and only one packet can be sent at a time.  

3.8.3 TCP sliding window  
A TCP sliding window provides more efficient use of network bandwidth than PAR 
because it enables hosts to send multiple bytes or packets before waiting for an 
acknowledgment. In TCP, the receiver specifies the current window size in every packet. 
Because TCP provides a byte-stream connection, window sizes are expressed in bytes. 
This means that a window is the number of data bytes that the sender is allowed to send 
before waiting for an acknowledgment. Initial window sizes are indicated at connection 
setup, but might vary throughout the data transfer to provide flow control. A window size 
of zero, for instance, means, "Send no data." In a TCP sliding-window operation, for 
example, the sender might have a sequence of bytes to send (numbered 1 to 10) to a 
receiver who has a window size of five. The sender then would place a window around 
the first five bytes and transmit them together. It would then wait for an acknowledgment. 
The receiver would respond with an ACK = 6, indicating that it has received bytes 1 to 5 
and is expecting byte 6 next. In the same packet, the receiver would indicate that its 
window size is 5. The sender then would move the sliding window five bytes to the right 
and transmit bytes 6 to 10. The receiver would respond with an ACK = 11, indicating that 
it is expecting sequenced byte 11 next. In this packet, the receiver might indicate that its 
window size is 0 (because, for example, its internal buffers are full). At this point, the 
sender cannot send any more bytes until the receiver sends another packet with a window 
size greater than 0.  

 
 

3.8.4 TCP segment header (see Figure 3.9) 

 
Source Port Address 16 Bits Destination Port Address 16 Bits 
                                        Sequence Number 32 Bits 
                                       Acknowledgement Number 32 Bits 
HLEN 
4bit 

Reserved 
6 bits 

U 
R 
G 
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K 

P 
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H 
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T 

S 
Y 
N 

F 
I 
N 

 Window Size 
 16 bits 

Check Sum 16 Bits Urgent Pointer 16 Bits 
Options Padding 

Figure 3.9 
Segment headers 

Header Data 
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The various fields in the TCP header are as under- 
• Source Port Address-It defines the application or process in the source 

computer. 
• Destination Port Address-It defines the application or process in the 

destination computer. 
• Sequence Number-The data streams from application programmes are divided 

in TCP segments. At the TCP level connections are duplex meaning data 
moves in both directions at the same time. I n order to identify different 
segments for proper sequencing, the first byte of the first segment is given an 
arbitrary number between 0 and 232-1. 

• Acknowledgement Number-It is used to acknowledge the receipt of data from 
the other communicating device and it also indicates the next BYTE that the 
receiver expects. 

• Header Length-This 4-bit field indicates number of four byte words in the 
TCP header. The four bits can define numbers up to 15, when multiplied by 4 
this number gives a maximum header length of 60 bytes. 

• Reserved-This field is reserved for future use. 
• Control-There are 6 flags in this field and each flag function individually and 

independently. 
• Urgent-When set to 1, validates the acknowledgement number field.  
• Push-This flag is set to 1, when higher throughput is required. 
• Reset-It is used to reset the connection. 
• Syn-Indicates the synchronization process of sequence and acknowledgement 

number is taking place. 
• Fin-When set to 1, it closes the connection gracefully. 
• Window Size-Is a dynamic value indicates the number of bytes that the 

receiving side is willing to accept. When TCP receives data and sends an 
acknowledgement, it uses the window field to indicate the buffer space 
available. This enables the sending side to ensure that it does not send more 
data in the next segment than the receiving side can handle 

• Check Sum-Is a 16-bit field used in the error detection to TCP segment, the 
TCP header and TCP pseudo header. 

• Urgent Pointer-Is used only when URG bit is set to 1 and in this case sender 
informs the receiver that there is urgent data is the data portion of the 
segment. 

• Options and Padding-this field is used to coming any additional information 
to the receiver or used for alignment purposes. 
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3.8.5 TCP transmission operations   

                                          
Upper 
Layer 
Protocols 
TCP 
IP 
LLC 
MAC 
PHY 
 
 
  
 

Figure 3.10 
Transfer layers                        

An upper layer transfers data stream for transmission to the local TCP (see Figure 3.10). 
The TCP fragments the data stream into data segments and attach the header to each 
segment containing source port and destination port. The TCP provides the following 
services: 

• Setting up a full duplex connection. 
• Numbering of segments. 
• Flow control of all transmitted data. 

3.9 User datagram protocol 
Is a much simpler connectionless protocol so called unreliable protocol that further refers 
the reliability issue to higher layers. 

  
 The UDP datagram format is as under:  
 
 

3.9.1 UDP header format 

 
Source Port Address 16 Bits Destination port address 16 bits 
UDP Datagram length 16 bits UDP check Sum 16 bits 

 
The different fields are as under- 

Source port address  
 Is assigned by the sending host. 

Destination port address 
 Is a well-known port associated with the application or process using the UDP. 

Upper 
Layer 
Protocols 
TCP 
IP           
LLC 
MAC 
PHY 

 Data TCP 
SP/DP 

IP SA/DA MAC 
SA/DA 

Header  Data 
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UDP length 
This field is16 bits in length indicates the length of entire UDP datagram including header 
in bytes. It defines maximum UDP datagram size to 65,535 bytes. 

Check sum  
This 16 bit field is used for error detection and is calculated on the entire UDP datagram 
plus the pseudo header. 
 
UDP is like IP, connectionless and unreliable. The obvious question is why to use UDP, 
in place of a reliable transport protocol TCP. There are many applications that require 
quick transmission of a piece of a data or request / reply application. An example is 
Domain Name System, where a client sends a domain name to domain name server to get 
the IP address. This simple transaction does not require complexity and overheads 
associated with TCP. Similarly protocols relating to booting like BOOTP and TFTP also 
use UDP, as UDP reduces the amount of network software that must be implemented on 
diskless workstations. 
 
When Voice is carried over IP, then transport layer protocol choice is UDP and not the 
TCP. The reasons are- 

•  Voice is a real time application and can tolerate some unreliability in the 
form of small percentage of packet loss but it is extremely delay sensitive. 
The connection setup routine with functionality of acknowledgement routines 
introduces delays when using TCP and delays are unacceptable in voice 
communication. 

• If few packets are lost the UDP does not bother for resending the packets but 
simply forwards the datagram to higher layer for further processing and with 
modern speech coding algorithms small loss of packets does not impair the 
voice quality very much. 

3.10 Router and routing protocols 
 If we review the OSI model once again- 
 

Layers                           Devices 
Upper Layers Gateways 
Network Layer Router 
Data Link Layer Bridges/Switches 
Physical Layer Repeater/Hubs 

 
A repeater is a layer 1 device simply extends the length of network segment by 
regenerating the signal. Normally a repeater is a dual port device and hub is a multiport 
device. 
 
Bridge/Switch are layer 2 devices to segment a network or split a collision domain. It is a 
simple device that learns MAC address and requires fewer configurations. 
 
Router- It is a network layer device. A router normally comes with many interfaces/ports 
and connects two or more networks (Wide area Networks). Routers function by looking 
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at the network part of the IP address to route the packet. It splits a broadcast domain. The 
router interfaces are Ethernet, Frame Relay, ATM, and ISDN etc.  

 
 Few examples of CISCO series Routers are as under: 

• CISCO 1600 Modular Data Router- This has two 10 BaseT Ethernet ports, 
One Set for WIC (Wide Area Network Interface Card) to connect to ISDN 
BRI port, Asynchronous and Synchronous Serial Interface Connection port. 

• CISCO 1750 Modular Access ROUTER- It offers three modular slots for 
voice and data interface cards, 10/100 BaseT Ethernet PORTS, A console Port 
and an auxiliary port. It has two slots for WIC (WAN Interface Cards). The 
WIC s Support synchronous and asynchronous Serial, ISDN BRI interfaces. 
The Voice Interface Cards Support Ear and Mouth (E&M) , FXO and FXS 
cards. 

 
 There are other high-end routers available. 
  

The main function of a router is to send a datagram to its destination based on the 
destination IP address. As a router has different outgoing interfaces and each interface is 
having a network connected to it the router decides the best outgoing interface based on 
the network portion of the IP address. Every interface in a router has an IP address (see 
Table 3.6). 

 
S.N. Switch or Bridge Router 
1. It splits a collision domain but not 

the broadcast domain. 
It divides the broadcast domain. 

2. It uses same network addresses at 
different interfaces. 

It uses different network addresses at 
different interfaces. 

3. It builds tables based on MAC 
address. 

It builds tables based on IP addresses 

4. It forwards broadcast traffic. It blocks broadcast traffic. 

Table 3.6 
A comparison between routers and switches/bridges 

A large network may comprise of several smaller networks like LANs, WANs etc and 
these are interconnected with each other by means of devices like Routers, bridges, 
switches, hubs etc apart from many nodes. To direct an IP datagram to its proper address 
various routing protocols are used. The routing protocols can be- 

• Interior Gateway Protocol. 
• Exterior Gateway Protocol. 

3.11 Autonomous system  
An Autonomous system is a group of routers under a common administration that 
exchange routing information by using the same routing protocol. 
 
The Interior Gateway Protocols operate within an autonomous system. They exchange 
information with other routers in the same AS. The examples are Routing Information 
Protocol (RIP), RIP version 2, Interior Gateway Routing Protocol (IGRP), open Shortest 
Path First (OSPF) and Enhanced Interior Gateway Protocol (EIGRP). 
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Exterior Gateway Protocols work among different Autonomous Systems. The examples 
are Exterior Gateway Protocol (EGP) and Border Gateway Protocol (BGP). 

3.11.1 Static routing 
It is the simplest routing in which the network administrator manually enters the routes to 
all the other routes in the network. This information is programmed in every router. 

3.11.2 Dynamic routing 
It uses routing protocols like RIP, OSPF, BGP to allow router to manage, build and 
update router table automatically. 

3.11.3 Distance vector routing 
This routing algorithm is characterized by sharing of information about the network by a 
router with its neighbors and this information is shared every 30 seconds. Every 30 
seconds each router sends its information to neighbor routers irrespective of whether any 
changes have been made in the network or not. The routers build their table based on this 
second hand information. 

3.11.4 RIP 
Is a based on hop count matric and it is a distance –vector protocol. The hop count means 
the number of links that have to be used to reach the destination. This hop count is in the 
range of 1 to 15 and the value of 16 denotes infinity. So any hop count beyond 15 is 
unreachable. RIP uses the UDP for transport and it broadcast router updates every 30 
seconds. It supports both point-to-point and broadcast networks. If a route is not reported 
within 180 seconds, its distance is set to infinity and entry is deleted from the table. 
 
RIP is suitable only for smaller networks, it converges very slowly. RIP version 2 is 
modification to take care of many shortcomings of RIP. 

3.11.5 Link state protocol 
In a link state protocol a router sends information about its neighboring routes and not the 
entire routing table and each router in the network sends this information to every other 
router by means of a process called flooding. In flooding each router sends information to 
all its neighbors through all its interfaces and so on. Here the information sharing is at the 
interval of 30 minutes. The two important Link State Protocols are OSPF and IS-IS. 

3.11.6 Open shortest path first (OSPF)  
OSPF learns the topology of the internetwork and then sends updates only when a router 
is removed or updated. In the OSPF all routers in the same OSPF area share a common 
topological database. Any time there is a change to the topological database due to 
addition or removal of routers the change is communicated by means of Link State 
Advertisements. OSPF uses a concept called adjacency. An adjacency is an 
acknowledged connection, which is maintained on a continuous basis on all links between 
routers. OSPF has following advantages over RIP-  

• Faster convergence time. 
• Scalable to large internetworks. 
• Ability to support variable length subnet masks. 
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• Better path selection. 
• No hop count limits. 

 
Another interesting feature of OSPF protocol is load balancing, where in a link distance 
vector protocol, hop count is the sole determinant of cost to a route, in OSPF a 
combination of link speed, segmentation and congestion are used to determine the best 
route. Thus if there are two paths available from A to B , one path is on 64 Kbps leased 
line and another is on E1 leased line then in RIP the best path will be determined only by 
the hop count (least hop count is best ) in OSPF bandwidth is also taken into account (see 
Figure 3.11). 

 
 
                                                      64  Kbps 
 
 
 
                             2 Mbps               2 Mbps 
 
 
 

Figure 3.11 
OSPF  

OSPF areas 
Scalability is main advantage of OSPF. This requires good hierarchical design. This is 
achieved in OSPF by means of dividing the Autonomous System (AS) into areas, where 
in an area routers are connected with each other and these routers share a common 
topological database. As the area gets bigger, so the topological database and then it 
requires more processing power and more memory. Therefore a different area is required 
to be defined.  
 
A good OSPF network design starts with designing a backbone area. This area is 
normally represented as Area 0. All inter-area traffic passes through this backbone area. 
The area 0 comprises routers that connect different areas. Routers in area 0 store intra-
area routes, external routes, and inter-area routes and default routes. The general rule is 
that an area shall not have more than 50 routers in the same area. 

BGP-Border Gateway Protocol 
Is an exterior gateway protocol (EGP) that glues global Internet backbones together. BGP 
comes in two flavours- 

Internal Border Gateway Protocol 
It is used when two routers that are part of the same autonomous system exchange 
information. 

Exterior Border Gateway Protocol 
It is used between routers of different autonomous system. A set of routers and networks 
under the same Autonomous System and is responsible for the same group of subnets. 
This feature permits use of multiple paths. BGP also has features of load balancing based 
on link speed, Internet work delay and available bandwidth, allowing optimum use of 

 Router A  Router B 

 Router c  



Overview of TCP/IP 27 

network resources, when multiple paths are available along a backbone connection. BGP 
runs over TCP.  

3.12 Wide area network 
A WAN is a data communications network that covers a relatively broad geographic area 
and that often uses transmission facilities provided by common carriers, such as telephone 
companies. WAN technologies generally function at the lower three layers of the OSI 
reference model: the physical layer, the data link layer, and the network layer. 

 
 WAN Technologies Operate at the Lowest Levels of the OSI Model (see Figure 3.12). 

 

 

Figure 3.12 
WAN technologies 

A WAN network carries data over larger distances. A WAN link is normally a point-to-
point link. Point to point means, the technology normally supports only two nodes one for 
sending and another for receiving data. A WAN link is supported by routers. The routers 
provide connectivity from a single point to a single point. If multiple nodes want to 
access WAN link a LAN will be placed behind it. There are four major WAN 
connectivity options- 

• Dial Up Analogue Lines. 
• Leased Lines. 
• Circuit-Switched Circuits. 
• Packet-Switched Circuits. 

3.12.1 Dial up analogue lines 
It uses the same telephone lines on which voice call is placed to carry data or in other 
words Dialup is simply the application of the Public Switched Telephone Network 
(PSTN) to carry data on behalf of the end user. It involves a customer premises 
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equipment (CPE) device sending the telephone switch a phone number to direct a 
connection to other end. A device called MODEM (Modulator and Demodulator) is used 
to convert digital or data signals into analogue signals for transmission over telephone 
lines at the sending end and then converting it back at the receiving end into Data signal. 
From a terminology standpoint, a modem is considered data communication equipment 
(DCE), and the device using the modem is called data terminal equipment (DTE). 
 
However the maximum speed is limited to 56 kbps and this is mostly used for following 
applications- 

• Remote management of the network hardware. 
• Backup connectivity for WAN links. 

3.12.2 Leased lines 
A leased line is a dedicated circuit and it provides dedicated bandwidth to the WAN link. 
In this arrangement, once the circuit is provided, it is available for the full time. The 
examples are 64 /56 Kbps links, E1/T1 links and fractional E1/T1 links. 

T1/E1 
The T1/E1 line is designed for use in businesses. T1 boasts 24 TDM channels run across 
a cable with 2 copper pairs. E1 offers 32 channels, although 1 is dedicated to frame 
synchronization. As is the case with the BRI, the T1/E1 connection goes directly into the 
Telco switch. The connection is dedicated, so like a BRI, the T1/E1 remains connected 
and communicating to the switch all the time—even if there are no active calls. Each of 
the channels in the T1/E1 is just a B channel, which is to say that it's a 64-K DS0. The 
T1/E1 is also referred to as digital service 1 (DS1). The North American T1 uses frames 
to define the timing between individual channels. For T1s, each frame has 24 9-bit 
channels (8 bits of data, 1 bit for framing). That adds up to 193 bits per frame. So, at 8000 
of those per second, the T1 is carrying 1.544 Mbps between the switch and the customer 
premises equipment (CPE). The E1 similarly uses frames for timing, but the E1 uses 32 
8-bit channels for a 256-bit frame. Again at the 8000 Hz rate, the channel yields 2.048 
Mbps of traffic between the switch and the CPE. Most of the world uses the E1. 

Fractional E1/T1 
If in place of full E1/T1 bandwidth is required, then only a portion of bandwidth say 8 or 
16 channels can be used to get the bandwidth in multiples of 64/56 Kbps. 

3.13 ISDN- Integrated services digital network  
Is comprised of digital telephony and data-transport services offered by regional 
telephone carriers. ISDN involves the digitization of the telephone network, which 
permits voice, data, text, graphics, music, video, and other source material to be 
transmitted over existing telephone wires. ISDN comes in two different services- 

• Basic Rate Interface (BRI). 
• Primary Rate Interface (PRI) 

13.3.1 ISDN BRI service 
The ISDN Basic Rate Interface (BRI) service offers two B channels and one D channel 
(2B+D). BRI B-channel service operates at 64 kbps and is meant to carry user data; BRI 
D-channel service operates at 16 kbps and is meant to carry control and signaling 
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information, although it can support user data transmission under certain circumstances. 
The D channel signaling protocol comprises Layers 1 through 3 of the OSI reference 
model. BRI also provides for framing control and other overhead, bringing its total bit 
rate to 192 kbps. The BRI physical layer specification is International 
Telecommunication Union-Telecommunications Standards Section (ITU-T) (formerly the 
Consultative Committee for International Telegraph and Telephone [CCITT]) I.430. Each 
BRI frame consists of 240 bits. These 240 bits are sent in 125 μ sec (see Figure 3.13). 

 

SYNC 8 Bits B1+B2+D   216 Bits 6 Bits 

       125 μ sec  

Figure 3.13 
BRI frame 

13.3.2  ISDN PRI service 
ISDN Primary Rate Interface (PRI) service offers 23 B channels and 1 D channel in 
North America and Japan, yielding a total bit rate of 1.544 Mbps (the PRI D channel runs 
at 64 kbps). ISDN PRI in Europe, Australia, and other parts of the world provides 30 B 
channels plus one 64-kbps D channel and a total interface rate of 2.048 Mbps. The PRI 
physical layer specification is ITU-T I.431. 

  
 ISDN links are mainly used as a back up links for WAN. 

13.4 Digital subscriber lines (DSL) 
DSL technology uses existing copper lines in the last mile that is from customer premises 
to central office, to achieve very high bandwidth in the order of megabits per second. 
Digital Subscriber Line (DSL) technology is a modem technology that uses existing 
twisted-pair telephone lines to transport high-bandwidth data, such as multimedia and 
video, to service subscribers. The term xDSL covers a number of similar yet competing 
forms of DSL technologies, including ADSL, SDSL, HDSL, HDSL-2, G.SHDL, IDSL, 
and VDSL. xDSL is drawing significant attention from implementers and service 
providers because it promises to deliver high-bandwidth data rates to dispersed locations 
with relatively small changes to the existing Telco infrastructure. It uses higher order 
modulation schemes to achieve higher bandwidth. It comes in different flavours and 
important ones are described below in Table 3.7. 
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XDSL Type Definition Speeds Maximum Workable 
Distance 

ADSL Asymmetric DSL Down Stream 1.5-6 Mbps 

Upstream- 64-384 Kbps 

2000 Meters  

HDSL High-Bit Rate DSL Downstream-128Kbps-2Mbps 

Upstream- same 

4000 Meters 

VDSL Very High Bit rate 
DSL 

Downstream-up to 51 Mbps 

Upstream-1.6-2.3 Mbps 

300 Meters 

Table 3.7 
Types of DSL 

DSL is a full time connection as against dial up analogue model. It is most appropriate for 
providing broadband connectivity at homes. 

3.15 SDH/SONET  
Large-scale deployment of single mode optical fibers have seen emergence and wide 
deployment of Synchronous Digital Hierarchy / Synchronous Optical Networking in 
transmission technologies. These transmission technologies achieve very high bandwidth 
starting from 155 Mbps to 10 Gbps. 

3.16 Frame relay 
It is a packet-switched technology. Frame Relay is a high-performance WAN protocol 
that operates at the physical and data link layers of the OSI reference model. Packet-
switched networks enable end stations to dynamically share the network medium and the 
available bandwidth. The following two techniques are used in packet-switching 
technology: 

• Variable-length packets 
• Statistical multiplexing 

 
Variable-length packets are used for more efficient and flexible data transfers. These 
packets are switched between the various segments in the network until the destination is 
reached. 
 
Statistical multiplexing techniques control network access in a packet-switched network. 
The advantage of this technique is that it accommodates more flexibility and more 
efficient use of bandwidth. Most of today’s popular LANs, such as Ethernet and Token 
Ring, are packet-switched networks. 

  
 Devices attached to a Frame Relay WAN fall into the following two general categories: 

• Data terminal equipment (DTE) 
• Data circuit-terminating equipment (DCE) 
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Frame Relay provides connection-oriented data link layer communication. This means 
that a defined communication exists between each pair of devices and that these 
connections are associated with a connection identifier. This service is implemented by 
using a Frame Relay virtual circuit, which is a logical connection created between two 
data terminal equipment (DTE) devices across a Frame Relay packet-switched network 
(PSN). 
 
Virtual circuits provide a bi-directional communication path from one DTE device to 
another and are uniquely identified by a data-link connection identifier (DLCI). A number 
of virtual circuits can be multiplexed into a single physical circuit for transmission across 
the network. This capability often can reduce the equipment and network complexity 
required to connect multiple DTE devices. 
 
A virtual circuit can pass through any number of intermediate DCE devices (switches) 
located within the Frame Relay PSN. 
 
Frame Relay virtual circuits fall into two categories: switched virtual circuits (SVCs) and 
permanent virtual circuits (PVCs).  

3.16.1 Frame relay logical connections 
As mentioned above, FR provides logical connections to end users through SVCs and 
PVCs.  A virtual circuit is a logical communication channel between terminal equipment 
(DTE) and the FR network or Data Circuit Terminating Equipment (DCE). The DTE is 
usually called the FR access device (FRAD) and the DCE, the FR Network Device or 
(FRND). The FR network interface is called the User Network Interface (UNI).  It is the 
physical communication line between the FRAD and FRND. Figure 3.14 shows the 
Frame Relay Logical connections.  

 

 
 

Figure 3.14 
Frame relay logical connections 

3.16.2 Frame relay header and operation  
 A frame of the Frame Relay contains the data to be transmitted (see Figure 3.15).   
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Figure 3.15 
Frame relay frame with IP datagram 

Typically it contains the FR header, the information, the File Check Sequence (FCS)  and 
flags at the beginning and end. The Frame Relay header is indicated in the first two octets 
of the frame.  It has eight sub fields.  The 10-bit Data Link Connection Identifier (DLCI) 
identifies the virtual circuit to be used. This field allows up to 1024 virtual circuits at an 
interface. The Permanent Virtual Circuits are established when the FRAD is attached to 
the FR network.  
 
The FRND examines the FCS of a frame for errors.  In event of errors, the frame is 
discarded. On the other hand, if it passes, the FRND examines the DLCI and a table look-
up determines the correct outgoing link. If no table entry exists, the frame is discarded. 
Congestion on the network is indicated by three bits in the FR header. The first two bits 
give the Explicit Congestion Notification (ECN) that can be sent by any node in the 
network in both the upstream and downstream directions using the Backward ECN 
(BECN) or the Forward ECN (FECN), respectively. The third bit is the Discard 
Eligibility (DE) bit, which decides which bit has to be discarded to relieve congestion. 
The other fields in the FR header are the Command/Response (C/R), which is not used 
and the Extended Address (EA) that allows a length extension of 3 or 4 octets in the FR 
header to accommodate more DLCI addresses.    
 
The RFC 1490 is the Internet standard for FR support and gives guidelines for 
implementing multiprotocol traffic over FR networks. The major components of this 
document are the Control Field (that specifies unnumbered information- UI or eXchange 
IDentification (XID) and the Network Level Protocol ID (NLPID). For IPv4 datagrams, 
NLPID=CCH. 

3.17 IP over ATM networks 
ATM technologies operate over transmission rates from 1.5 Mbps to 10Gbps. Higher 
rates of transmission are under development. Though ATM technology was originally 
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designed as a transfer mode for LAN, MAN and WAN applications, it now caters 
primarily to backbone transmission in MAN and WAN environments. It is not as cost 
effective as some high-speed alternatives (Fast Ethernet/Gigabit Ethernet) for LANs.  

3.17.1 Architecture of the ATM 
The ATM has four-layer connection oriented architecture and is based on high-speed 
switches that direct the 53 octet cells of information from source to destination. The four 
layers are: 

• The Physical Layer that handles bit timing and transmission related issues. 
• The ATM layer, which is responsible for the transfer of the 53 octet cells of 

information. 
• The ATM Adaptation Layer (AAL) that supports the transport of higher layer 

information by dividing that information into 53-octet cell and incorporating 
appropriate error control mechanisms 

• The Higher Layers that contain the user information  

3.17.2 The ATM 53-octet cell 
The ATM cell has a 5-octet header and a 48-octet payload. While the cell format is 
standard across all AALs, the payload formats and protocol processes vary with the AAL 
in use: 

• AAL0 – null AAL; the entire 48-octet payload carries end-user information 
• AAL1 –the 48-octet payload has a 1-octet field for sequence and error 

information and 47-octet payload for user information. This is used for circuit 
emulation service that includes both voice and video applications that operate 
with constant bit rate 

• AAL2 – used for delay sensitive applications with variable bit rate such as 
voice/video 

• AAL3/4 - the 48-octet payload has 4 octets of sequencing and error control 
information and 48-octets of end-user information. This used for 
connectionless applications and error control capabilities such as SMDS.  

• AAL5 provides a mechanism for connection-oriented traffic, such as Frame 
Relay or X.25. A short message is appended to the end-user message, which is 
then divided into 48-octet payloads for transmission by ATM cells. 

3.17.3 Alternatives for TCP/IP internetworking with ATM  
Though the original ATM Architecture is not the best choice for IP traffic, it has 
generated a lot of research and development interest and a few alternatives for TCP/IP 
internetworking with ATM have been developed:   

Multiprotocol encapsulation over adaptation layer 5 (AAL5)  
Documented in the RFC (1483), Multiprotocol Encapsulation over Adaptation Layer 5 
(AAL5) describes two encapsulation techniques for carrying networking interconnect 
traffic over ATM AAL5 - the Logical Link Control (LLC) Encapsulation that allows 
multiplexing of multiple protocols over a single ATM virtual circuit and the Virtual-
Circuit Based Multiplexing where each protocol is carried over a separate virtual circuit. 
(see Figure 3.16)   
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Figure 3.16 
IP datagram encapsulation over AAL 5 

In the LLC Encapsulation, the LLC header identifies the protocol carried within the 
Protocol Data Unit (PDU) that contains up to 65,527 octets of higher layer information, 
such as an IP datagram.  

Classical IP and ARP over ATM 
Classical IP and ARP over ATM considers the application of ATM as a direct 
replacement for physical transmission technologies.  The network is assumed to be 
configured as a Logical IP Subnetwork (LIS). Members of a LIS have the same IP 
network/subnet number, are directly connected to the ATM and meet other protocol 
requirements.  
 
Within the LIS, a host communicates directly to other hosts. To connect with host outside 
the LIS, an IP router is used. IP over ATM uses an enhanced version of the Address 
Resolution Protocol (ARP) called ATMARP to provide translation between ATM and 
IP addresses. ATMARP runs on a server with an ATM address that all LIS members are 
aware of. IP datagram is encapsulated within an AAL5 message and then subdivided into 
cells for transmission over the ATM network.  

LAN emulation (LANE) 
LANE is a service that operates at the MAC Layer (OSI Data Link Layer) and allows 
existing end-user applications to access an ATM network. But the design constraint of 
reconciling the connection oriented ATM with the connectionless IP or IPX necessitates 
certain modifications; functions such as setting up the ATM connection and translating 
LAN to ATM addresses are hidden from the upper layers. Thus this access simulates 
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older protocols over traditional networks like TCP/IP or Internetwork Packet Exchange 
(IPX) over LANs such as Ethernet.  
 
Two scenarios are applicable under the ATM forum’s LANE version 2: In the first, an 
ATM network may be used to interconnect Ethernets to Ethernets, an Ethernet to an ATM 
device or an ATM device to another ATM device. The second scenario replaces Ethernet 
LANs with toke ring LANs under similar conditions. The ATM-to-LAN converter is a 
bridge operating independently of the network or the higher layer protocols.  It sits on the 
edge of the network and runs dual protocol stacks one that communicates with the LAN 
on one side and other that communicates with the ATM switch on the other side.  

Multiprotocol over ATM (MPOA)  
The Multiprotocol over ATM (MPOA) was designed to integrate with LANE and support 
routing functions of protocol filtering with enhanced firewall security while handling the 
Data Link and Network Layer operations.  It has Client/Server architecture and operates 
at the OSI Network Layer. The MPOA Client (MPC) resides in an edge device or MPOA 
host, and the MPOA Server resides in an MPOA router. The MPC and MPS contain a 
LANE Client (LEC) function. While the MPC has a Layer 3 forwarding function, it does 
not run Internet routing protocols, it only acts as the initiation and termination points of 
internetwork shortcuts. It requests establishment of shortcut to destination when it 
recognizes a data flow that could benefit from a shorter path.  

3.18 WAN encapsulation protocols 
There are number of WAN encapsulation protocols that operate at layer 2 that is data link 
layer and are used primarily to transport IP packets (see Figure 3.17). 

 
  

 

 
Figure 3.17 
Transporting IP packets 

The chief WAN encapsulation protocols are Point-to-Point Protocol (PPP), ATM 
(Asynchronous Transfer Mode), the High – level Data Link Control protocol  (HDLC) 
and Link Access Procedure Balanced (LAPB) protocols. 

3.18.1 Point-to-Point Protocol (PPP) 
It is a layer 2 technology for transport of data from point to point.  PPP requires provision 
of a full duplex –circuit , either dedicated or circuit –switched which can operate in either 
an asynchronous (start/stop) , bit-synchronous , or octet synchronous mode, transparent to 
PPP data link formats. PPP can be used over wide ranging physical media from Plain Old 
Telephony Services (POTS) to SDH/SONET. Typical characteristics of PPP link are: 

• It allows full duplex and simultaneous operation. 
• No restriction regarding transmission rates. 

IP 
ATM 

Physical 

IP 
PPP,SLIP 
HDLC 
Physical 
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• PPP is capable of operating across any DTE/DCE interface. Examples include  
RS-232-C, RS-422, RS-423 and International Telecommunication Union 
Telecommunication Standardization Sector (ITU-T)  V.35. The only absolute 
requirement imposed by PPP is the provision of a duplex circuit, either 
dedicated or switched, that can operate in either an asynchronous or 
synchronous bit-serial mode, transparent to PPP link layer frames. PPP does 
not impose any restrictions regarding transmission rate other than those 
imposed by the particular DTE/DCE interface in use. 

3.18.2 Main Components of PPP 
 PPP provides a method for transmitting datagrams over serial point-to-point links. 

• A method for encapsulating multi-protocol datagrams (PPP encapsulation) 
over asynchronous serial links, ISDN, Synchronous Serial and HSSI (High-
Speed Serial Interface).   

• A Link Control Protocol (LCP) to establish, configure, and test the data link 
connection.  

• A family of NCPs for establishing and configuring different network layer 
protocols. PPP is designed to allow the simultaneous use of multiple network 
layer protocols.  

3.18.3 PPP encapsulation  

  
Protocol 8/16 bits Payload Padding 

Figure 3.18 
Encapsulation of IP packets 

Protocol field 
 It consists of 1 or 2 octets, identifying the encapsulated datagram. 

Data field  
The maximum length, including padding (but not protocol field), defaults to 1500 octets. 

Padding field  
 It is used to pad the payload. 

PPP emulation 
 The PPP emulation describes: 

• Link Control Protocol. 
• Network Control Protocol. 

 
Link Control Protocol (LCP)- It is responsible for correctly establishing, configuring and 
testing of the Point-to-point protocol. Before IP datagrams can be transmitted across a 
PPP link each of the connected PPP interfaces have to send out a series of LCP packets. 
The LCP steps through the following four phases- 

• Link Dead- Each PPP connection starts and ends in this state. 
• Link Establishment-During this phase configure packets are sent and received. 
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• Authentication-This allows PPP peers to identify each other via authentication 
protocols. There are two protocols- Password Authentication Protocol (PAP) 
and challenge Handshake Authentication Protocol (CHAP).  

• Network Layer Protocol Configuration-Each network layer protocol (IP, 
Appletalk etc) must be separately configured by the appropriate NCP. It is 
possible with PPP to run several NCPs over one connection. 

• Link Termination. 
 

Network Layer Protocol (NCP)-A family of NCPs allow for the preparation and 
configuration of different protocols to run in the various network layers. One such 
protocol is IPCP (Internet Protocol Control Protocol). This protocol allows for the 
activation, configuration and deactivation of the IP protocol modules on both sides of the 
Point-to-point connection.  

  
 The PPP packets are encapsulated in HDLC-like framing as shown below. 
 

Flag (8 bits) Address (8 bits) Control (8 bits) Protocol (16 bits) 
Information (Variable) FCS (16 bits) Flag (8-bits) 

   

Flag field 
This is an 8-bit field that indicates the beginning and end of each frame. It has a unique 
pattern of 01111110. 

Address field 
 Since PPP is a point-to-point link hence address field is represented as 11111111. 

Control field 
A single byte that contains the binary sequence 00000011, which calls for transmission of 
user data in an unsequenced frame. 

Protocol field 
Its value identifies the datagram encapsulated in the information field of the packet. The 
identifiers for frequently used protocols are as under: 

 
Hex Value Protocol Used 
0021 IP 
C021 LCP 
8021 NCP(IPCP) 

Frame check sequence (FCS) 
Normally 16 bits (2 bytes). By prior agreement, consenting PPP implementations can use 
a 32-bit (4-byte) FCS for improved error detection. It is used to check the integrity of 
data. 

3.19 Real time transport protocol (RTP)  
For transport of real time application packets like Voice and video, UDP is used as the 
transport protocol. However as we know UDP is incapable of handling problems of 
packet loss and desequencing of packets, as UDP is a connectionless unreliable protocol. 
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Real Time Transport Protocol (RTP) along with its companion protocol RTP Control 
Protocol (RTCP) allows receivers to compensate for the jitter and desequencing caused 
by IP networks. 
 
RTP and RTCP operate above UDP. RTCP shall not be confused with Quality of Service 
Protocols like RSVP (Resource reSerVation Protocol). RTP only provides additional 
information to the higher layer applications, for helping them in taking corrective 
decisions. The RTP is responsible for carrying and transporting voice and video packets, 
RTCP Packets provide necessary feedback regarding the quality of session. 
 
Whenever a RTP session is opened for transfer of data, a RTCP session is also opened up 
along with it. A UDP port is assigned to an RTP session for the transfer of media packets, 
a separate UDP port number is allotted for RTCP session. UDP port for RTP session will 
always be an even number and port number for RTCP will be next higher odd number. 
RTP and RTCP can use any UDP port pair between 1025 and 65535. 

3.19.1 RTP payload format 
An RTP packet contains an RTP payload and RTP header. The RTP payload carries the 
digitally coded voice samples in the form of packets. After this a RTP header is attached 
to it and then the RTP packet is forwarded to transport layer where an UDP header is 
attached to it. Network layer attaches an IP header to it and the resulting IP datagram is 
sent to datalink layer and subsequently transmitted over the physical media.  

3.19.2 The RTP header  
A RTP header is attached to the RTP payload. The header format is as shown in Figure 
3.19 

                                                  32 Bits 
 

 
Ver
sion
=2 
2Bit 

P X CC M PT  Sequence Number 16 Bits 

                                  Time Stamp 
                   Synchronization Source (SSRC) Identifier 
                      Contributing Source (CSRC) Identifier  (0to15) 

                                                             

Figure 3.19 
RTP header                    

• Version Field (V)- It is a 2 Bit field. The current version of RTP is 2. The 
field value is 10 in binary. 

• Padding (P)- It is a 1-Bit field. It indicates whether the packet contains any 
padding byte at the end of payload, mainly for alignment purpose. In case the 
P bit is set to 1, then the last byte of the payload contains a count of padding 
byte packets. These padding bytes are required to be discarded by the 
receiver. 
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• Extension (X)- It is a 1-bit field. It indicates whether the fixed RTP header 
also has an extension header. When set to 1, then the RTP header is followed 
by an extension header. This is used to convey additional information. 

• Contributing Source count (CC) – It is a 4- bit field. It can take a value from 0 
to 15. It indicates the number of Contributing source identifiers (CSRC). 

• Contributing Source (CSRC) – It is a 32-bit a field. It is used when the RTP 
stream comes from a mixer and it is used to identify the original sources of 
media behind the mixer.  A single RTP header can have 0 to 15 CSRC entries. 

•  Marker (M)- It is a single bit field.  Modern audio codecs use silence 
suppression in order to save precious bandwidth. When an application  is 
using such types of Codecs it does not send any packets during the period of 
silence. The marker bit is set to 1 to indicate the arrival of first RTP packet 
indicating the end of silence or beginning of talk spurt. 

 
• Payload Type (PT) – It is a seven Bit field. As there are many different voice 

and video coding standards used in VOIP, there has to be a mechanism for the 
receiving end to know which coding standard is being used by the transmitter 
for the correct downloading and replay of payload data. The Payload Type 
Field performs this task of identifying various coding schemes by assigning 
different numbers to different coding schemes. Few important payload types 
for audio and video coding are shown below in Table 3.8. 

 
Payload Type Encoding Name Media Type Clock Rate Channels 
0 PCM, μ LAW Audio 8000 1 
2 G.726-32 Audio 8000 1 
3 GSM Audio 8000 1 
4 G.723 Audio 8000 1 
7 LPC Audio 8000 1 
8 PCM, A Law Audio 8000 1 
9 G.722 Audio 8000 1 
12 QCELP Audio 8000 1 
15 G.728 Audio 8000 1 
18 G.729 Audio 8000 1 
31 H.261 Video 90,000 1 
34 H.263 Video 90,000 1 
Dynamic GSM-HR Audio 8000 1 
Dynamic GSM-EFR Audio 8000 1 
Dynamic RED Audio Conditional 1 

Table 3.8 
Payload types 

The systems that are given specific payload type numbers are known as static payload 
types and others which are not assigned static payload are called dynamic payload. 

• Redundant Payload Type (RED) is different dynamic payload type. Consider 
a situation in which an RTP packet is lost in the transit, and then the receiver 
has to somehow make up for the lost packet. The idea with RED payload type 
is that in the next RTP packet, the packet will contain not only the current 
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sampled speech but also a backup copy of the previously sampled speech, so 
that if a given packet is lost then a copy of the lost speech sample arrives in 
the next packet. 

• Sequence Number- It is a 16-bit field and it is set to a random number at the 
beginning of session, and incremented by one for each successive RTP packet 
that is sent. It enables the receiver to detect any loss of packet and also to 
ascertain packets arriving out of sequence. 

• Time Stamp- It is a 32-bit field that indicates the instant at which the first 
sample in the payload was generated. The sampling instant is derived from a 
clock, which shall be of high resolution. Clock frequency is dependant on the 
format of the payload data. For static payload data the applicable clock 
frequency is defined in the RTP profile. 

• Synchronization Source (SSRC)- It is a 32-bit field. It indicates the 
synchronization source and is responsible for setting up of the sequence 
number and timestamp values. The identifier is selected randomly and it is a 
globally unique number with an RTP header. 

3.19.5 The RTP header extension 
Certain payload formats require additional information to be conveyed, and an extension 
RTP header is added. The presence of extension header is indicated by setting the bit X to 
1 in normal RTP header, and the header extension exists between the CSRC fields and the 
actual payload data (see Figure 3.20). 

                                                                         
                                                                         36 bits 
 

 Profile Specific Information Length 
                                      Header Extension 

 

Figure 3.20 
RTP extension header format 

3.20 Real time transport control protocol (RTCP)  
This protocol allows regular exchange of control information between session 
participants of a VOIP, providing quality related feedback. By using RTCP and IP 
multicast, a third party like a network administrator or operator can also monitor session 
quality and detect network problems if any. RTCP defines five different types of RTCP 
packets – 

• Sender Report (SR)- It is used by active session participants to exchange 
transmission and reception statistics. (Both way transaction). 

• Receiver Report (RR)-It is used to send reception statistics from the 
participants who have receive the data but do not send it (One-Way 
transaction). 

• Source Description (SDES)- It has information regarding a particular 
participant of a session. There is a field called Canonical Name (CNAME) 
that is used for identification of a session participant. 

• BYE- It indicates end of a session. 



Overview of TCP/IP 41 

• APP- It enables RTCP to send packets, conveying information specific to a 
particular media type or application. 

 
The RTCP packets are never sent individually but two or more RTCP packets are 
combined to form a compound RTCP packet, before transmission. As per specification all 
RTCP packets are sent as a part of the compound packet and every packet must begin 
with a report packet SR/RR and must contain an SDES packet. 

3.20.1 RTCP sender report (SR) 
 THE SR format is shown below. Each SR contains three mandatory sections- 

• Header Information. 
• Sender Information. 
• Number of reception report blocks (chunks). There is one report block for 

each source (see Figure 3.21). 
 

                              36 bits 
    

V=2 P RC PT=SR=200   Length 
                        SSRC of Sender 
                       NTT Time Stamp (most Significant bits) 
                        NTT Time Stamp (least Significant bits) 
                                     RTP Time Stamp 
                                        Senders Packet Count 
                                        Senders Octet Count 
                                                   SSRC-1 (SSRC Of First Source) 
Fraction 
Lost 

 Cumulative Number of Total Packets Sent 

                               Highest Received Sequence 
                                 Interarrival Jitter 
                                               Last SR 
                                          Delay Since Last SR 
                    SSRC-2 (SSRC Of First Source 
                   Profile Specific Extensions 

Figure 3.21 
RTCP sender report 

3.20.2 Header fields 
 The version (V) and padding (P) fields are identical to the RTP fields. 

Reception report count (RC) field  
It is a five-bit field. It indicates number of reception report blocks contained in these SR. 
5 bits permit maximum 31 RR blocks that can be included in a single RTCP SR packet. 

Payload type (PT) field  
 It has a value of 200 for SR. 

Header 

Sender 
Info 

Report 
Block 1 
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Length indicator field 
 It is a 16-bit field. It indicates length of SR including header and padding. 

3.20.3 Sender information fields 
Synchronization Source (SSRC) Of Sender- It is a 32-bit field that indicates the originator 
of this sender report. 
Network Time Protocol (NTP) Time Stamp- This field consists of two parts each of 32 
bits. It indicates the time elapsed in seconds since 00:00 on January 1,1900 (GMT). The 
most significant bits represent the number of seconds and least significant bits represent 
fraction of second. The timestamp information is obtained in the network from a primary 
time server, which propagates timing information by using NTP. 
 
RTP Time Stamp- It uses the same units and time stamps as used for RTP timestamps for 
RTP packets. 
 
Sender Packets Count- It is a 32-bit field. It indicates total number of RTP packets 
transmitted by the sender from the start of the session, till the time this report is issued. It 
is reset if sender’s SSRC changes. 
 
Senders Payload Octet Count- It is a 32-bit field. It denotes total number of RTP payload 
octets transmitted by the sender from the start of the session. 

3.20.4 Third section 
 Contains a set of reception report blocks- 

• SSRC-n- It is a 32-bit field. It indicates the SSRC of the source about whom 
the report is being generated. 

• Fraction Lost- It is an 8-bit field. It indicates what fraction of packets has been 
lost since the last report issued by this source. Fraction Lost = No. Of packets 
lost/Number of packets expected. 

• Cumulative Number of Packets Lost- It is a 24-bit field. It indicates total 
number of packets lost since the beginning of the session. 

• Extended Highest Sequence Number Received – It is a 32-bit field. It 
indicates sequence number of last RTP packets received from the source. 

•  Interarrival Jitter- It is a 32-bit field. It indicates an estimation of the variance 
of the interarrival time between RTP packets. 

• The Last SR Time Stamp (LSR)- It is a 32-bit field. It indicates to the source 
whether sender reports issued by the source are being received. 

• Delay Since Last SR- It is a 32-bit field. It is expressed in multiples of 
1/65,5365 along with last SR time stamp it allows sender to calculate the 
round trip time. 

• RTCP Sender Report (SR)- It is identical to the SR except that the payload 
type has the value 201. 
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3.20.5 Source description RTCP packet (SDES) 
Its format is as under (see Figure 3.22): 

 
V=2 P RC PT=202 Length 

                                 SSRC/CSRC-1 

                     SDES item  

…………………………………. 
          ………………………….. 

SSRC/CSRC-2 of PACKET sender 

                     SDES item  

…………………………………. 

          ………………………….. 

Figure 3.22 
Format of RTCP packet 

It provides identification and other information regarding session participants. SDES has 
two main parts: Header and Information Field. 
 
Header contains a length field, a payload type field with value 202 and a source count 
field. The source count field has five bits that indicates the number of chunks in the 
packet. Remaining field like Version and Padding are identical to the other RTCP 
packets. 
 
Information Field- Each chunk contains an SSRC or CSRC value, followed by SDES 
items. The SDES items include e-mail address, phone numbers and name of participant. 

 
 CNAME SDES ITEM- 

 
CNAME=1 Length User and Domain Name 

 
CNAME- canonical Name is a unique identifier for a session participant and does not 
change during a session. 
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3.20.6 RTCP BYE packet  
 Its format is as under (see Figure 3.23). 

  
V=2 P RC PT=203 Length 

                                 SSRC/CSRC 

 

Length       Reason For Leaving 

Figure 3.23 
RTCP BYE packet format 

It is used to indicate that one or more media sources are no longer active. The text string 
indicates the reasons for leaving and its associated length field indicates number of octets 
used in the text field. 

Round trip time  
SRs and RRs of RTCP enable calculation of a round trip time taken by a packet. If 
terminal X issues report at time T1, and terminal Y receives the report at time T2. Again 
terminal Y issues report at time T3 and terminal X receives this report at time T4, then 
the round trip time is- T4-T3+T2-T1.  

Transmission requirement of RTCP packets 
RTCP provides useful feedback about the health of a RTP session. It enables the 
participants to take action in case of any problem of excessive jitter, delay and packet 
loss. But sending RTCP consumes precious bandwidth. Therefore transmission of RTCP 
very often can impair the quality. As per RFC 1889 the RTCP should be allotted 5 
percent of the session bandwidth.  
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